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AyTeHTH)HUKAIHS

Bbezonacuocts nnpopmanuu

['ocynapcTBeHHast
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HNHdopmaninoHHbIe pecypchl

HNupopmaninonusie
TEXHOJIOTHH

Nudopmanus

KonTponupyemas 30Ha

KonpuneHnmansHOCTh

O6paboTka nepcoHaIbHBIX
JIAHHBIX

TEPMHWHBI U OITPEJEJIEHUSA

JleWicTBUS 1O TIPOBEpKE MOJJIMHHOCTU CYOBEKTa JOCTyIa
B UH(OPMALIMOHHOM cucTeme
CocTosiHME  3aIMLIEHHOCTH
obecrieyeHsl  ee
U LEJIOCTHOCTh
WNudopmannonHas cucreMa, co3aaBaeMas B LeIIX peaan3aliu
IIOJIHOMOYUI roCy/1apCTBEHHBIX OpraHoB
u obOecrnieueHusi oOMeHa HHpOpPMAUEH MEXIy OSTHMH
OpraHami, a TaKke€ B MHBIX YCTAHOBJIEHHBIX (hereparbHbIMU
3aKOHAMM LIEJIAX

Bo3MokHOCTB MOTydeHust HH()OPMAIUK U €€ UCTIOIb30BaHUS
Cocrosinre uMHQOpMaMK, XapakTepU3yemMoe CIHOCOOHOCTBIO
TEXHUYECKUX CpPEACTB M HMH(POPMALMOHHBIX TEXHOJIOTHHA
obecrieunBaTh OeCIpENnATCTBEHHbIM TOCTyll K HH(pOpManuu
CyOBEKTOB, UMEIOLIUX HA ATO MOJIHOMOYHS

3amura MH(OpMaIMK, HANpaBleHHAas Ha MPEJOTBpALICHUE
MOJTyYeHHs 3alIMIIaeMoil WHPOpMaUU 3aMHTEPECOBAHHBIMU
CyObEeKTaMH C HapyllEHHUEM YCTAaHOBJICHHBIX HOPMATHBHBIMU
U TpPaBOBBIMM JOKYMEHTaMHU (aKTaMu) WM 00JaiaTeIsiMu
uHboOpMallMM MpaB WM HPaBUI pPa3TPaHUUYEHUs JIOCTYIA
K 3alluuiaeMoi nHpopManuu

uHpOpMaInH,
KOH(HICHIINATBHOCTB,

IIPU KOTOPOM
JOCTYITHOCTh

I/IH(bOpMaI_H/IH, ABJpAOmadgcsa 1nmpeaMEeTomM COOCTBEHHOCTH
n noaiiekKamiasga 3almmMTe B COOTBCTCTBUU C Tpe6OBaHI/I$IMI/I
IIpaBOBLIX AOKYMCHTOB U1 Tpe60BaHI/I$IMI/I,

yCTaHABJIMBAEMBIMU COOCTBEHHUKOM MH(POPMALIUU
[IpucBoenue cyObekTaM 1 00bEKTaM JOCTYIA UACHTU(UKATOpa
n (WIM) CpaBHEHUE IMPENbABISEMOro UAECHTU(]UKATOpa
C MepeyHeM IPUCBOCHHBIX MJIEHTH()UKATOPOB

CoOBOKYNHOCTH cojiepikalleiicss B 6a3ax JAaHHBIX MH(QOpMAaIUU
u obecrieynBaOIMX €e  00paboTKy  MH(OPMAIMOHHBIX
TEXHOJIOTUI U TEXHUYECKUX CPEJICTB

OTnenbHblE JOKYMEHTHI M OTJENIbHBIE MACCUBBI JTOKYMEHTOB,
JOKYMEHTHI W  MacCHBBI  JIOKyMEHTOB, COJepiKalrecs
B MH(QOPMALIMOHHBIX ~ cUCTeMax (OMOmMoTeKkax, apXuBax,
(donnax, 0aHKax JTaHHBIX, THPOPMAIIMOHHBIX CUCTEMAX JIPYTHX
BHJIOB)

[Ipoueccrl, MeToapl MoOMCKa, cOopa, XpaHEHHs, 0O0padoTKH,
MIPEJOCTABIEHUS, PACIPOCTPaHEHUsT UH(OPMAIUK U CIIOCOOBI
OCYILIECTBIICHUS TAKUX MIPOLIECCOB U METOJIOB

Cenenus (cooOmienus, JTaHHbIE) HE3aBUCUMO
oT (hOPMBI MIX TIPEICTABICHHUS
[IpoctpanctBo  (TeppuTopus, 3AaHHE, YacThb  3/aHUA),

B KOTOPOM HUCKJIFOUEHO HEKOHTPOJMPYEMOE MpeObIBAHUE JIUII,
HE MMEIOLIMX T[OCTOSHHOTO WJIM  Pa30BOr0  JIOMYCKa,
Y TIOCTOPOHHUX TPAHCIIOPTHBIX CPEJICTB

OO6s13aTenbHOE TS BHITOTHEHUS JTUIOM, TMOTYYHBIIUM JOCTYII
K ompeneneHHON wuH(oOpMaiuu, TpeOoBaHWE HE TepeaaBaTh
Takyr0o HMHQOpPMAIMIO TPEeThbHM JHIlaM 0e3  coriacus
ee oOazaress

JleiicTBus (onepanuu) ¢ MEepCOHATbHBIMUA TaHHBIMHU, BKJIIOYast
cOop, cucTeMaTH3aIuio, HAKOIUIEHWE, XpaHCHHE, YTOYHCHHUE



Onepatop

IIepcoHanbHbIEC TaHHBIE

Yrpo3a 6e3omacHoCTH
uHpopmanuu

VAI3BUMOCTE

[lenocTHOCTH

(oOHOBNIEHUE, N3MEHEHHE), UCIIOJIb30BAHNE, PACTIPOCTPAHCHHE
(BTOM umcie mepenady), 00e3NMYUBAHUE, OJOKHPOBAHUE,
YHUUYTOKEHHUE TIEPCOHANIBHBIX JAaHHBIX

TpOKIAHUH WM OPUAWYECKOE JIUIO, OCYIIECTBIISIONINE
NEeSTeNIbHOCTh MO JKCIUTyaTallMi WH()OPMALMOHHOW CHCTEMBI,
B TOM uHcie mo o0paboTke wuH(MOpMALNHU, COIEpKaIICHCS
B ee 0a3ax JaHHBIX

JIrobast uH(opMaIKsl, OTHOCAIIASACA K HPSAMO WM KOCBEHHO
OTpeIeICHHOMY HJIU ofpesiensieMoMy (hU3HIECKOMY JHUILY
CoBOKYNHOCTh ~ yCIOBUH ¥ (AKTOPOB,  CO3/AOLINX
MOTEHIUATILHYIO WIH peasibHO CYILLECTBYIOIIYIO
OTIaCHOCTb, CBS3aHHYIO €  yTeukod  uHpOpManuu
W/WM HECAHKIIMOHUPOBAHHBIMU W/WJIM HENpeIHAMEPEHHBIMU
BO3/ICUCTBUSIMHU Ha HEE

Henocratok (cmabocTh) MIPOTPAMMHOTO
(TporpaMMHO-TEXHHUYECKOTO) CPEICTBA WM HHPOPMAITHOHHOM
CUCTEMBbl B IIEJIOM, KOTOpPBIH (KOTOpasi) MOXKET OBITh
WCTOJB30BaHA JUIS  peaIM3allid  yYrpo3  OE30MacHOCTH
nHpopmanuu

YcroitunBocth  MH(POpPMAUMM K  HECAaHKIMOHWPOBAHHOMY
WM cy4yailHOMY BO3JIEHCTBHUIO Ha Hee B Ipoliecce 00paboTKu
TEXHUYECKUMHU CPEACTBAMH, PE3yJIbTaTOM KOTOPOTO MOXKET
OBITh YHUUTOXKEHHE U UCKAKEHUE MHPOPMAIHH
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1 OBIIME IMOJIOKEHUSA

Hacrosmas [Tonmutuka siBIsieTCs JOKYMEHTOM, OMPEICIISIONIAM HATIPABICHUS ACSITETbHOCTH
B obOmactu obecrieueHuss HWHGPOPMAIMOHHONH  0€30MacHOCTHM M TPEACTABISIET  CO0OM
CHCTEMaTH3MPOBAHHOE M3JIOKEHUE IIeJIei U 3a/1a4 HHPOPMALMOHHON 0€30MacHOCTH, KaK OHO WU
HECKOJIBKO TMpPaBWJI, MPOLENYp, MPAKTUYECKUX MPUEMOB U PYKOBOISAILIUX MPHUHIIMIIOB, KOTOPHIMU
pykoBoJcTByeTcst OOpa3zoBaTenabHast OpraHu3aIus, a TAKKE OPraHU3allMOHHbIX, TEXHOJIOTUYECKUX U
MPOLEAYPHBIX aClIeKTOB o0ecneueHus HHHOPMAIIMOHHON OE30MaCHOCTH.

[Tonoxxenuss  Hactosmier  [lonmuTukm  HE  pacmpocTpaHSIOTCSs Ha — obOecriedyeHue
nH(OPMaLMOHHON 0€30MaCHOCTH CBEICHH, COCTABISAIONINX TOCYAAPCTBEHHYIO TalHY.

OcHoBHOW 3amadeld B obnactu uwHGOpManMOHHONW Oe3omacHoctn (OOpa3oBaTEILHOM
OpraHMu3aly MPU3HACT COBEPUICHCTBOBAHME MEpP M CPEICTB OOECHeUeHHUs 3alUThl HHPOpMAIIU
UHPOPMALMOHHBIX ~ pecypcoB  OOpa3oBarenbHON  OpraHM3allid B KOHTEKCTE€  Pa3BHUTHUSA
3aKOoHOJaTeabCcTBa Poccmiickoit ®Denepanii W HOPM  PETYIMPOBAaHHMS WH(POPMAIMOHHOM
JEeSITEIbHOCTH B TEKYIIUX YCIOBUAX (DYHKIIMOHHPOBAHUS MH(POPMAITHOHHOTO TOJIS.

[Tpu pazpabotke [IoAUTUKN YyUYUTHIBAIMCH OCHOBHBIE IPUHLHUIIBI CO3AHUS CUCTEM 3alUTHI
uHpOpPMALIUK,  XapPaKTEPUCTUKH M BO3MOXKHOCTH  OpPraHM3AaLMOHHO-TEXHUYECKHX  MeEp
Y COBPEMEHHBIX MPOTPAMMHBIX U allllapaTHO-IPOTPAMMHBIX CPEACTB 3alUThl HH(POPMAILIUH.

B pamxkax cBoeil nestenbHocTd OOpa3zoBaTesibHas OpraHU3alus 00sS3yeTcs peanpuHIMAaTh
BCE BO3MOJKHBIE MEPHI IS 3alIMThI HH(OPMALIUK OT Yyrpo3 0e30macHoCTH HHPOpMAIUH.

TpeboBanust wHPOPMAITMOHHOW OE30MACHOCTH, COOTBETCTBYIOT WENSAM JESTEIHLHOCTH
OOpa3oBarenbHOW OpraHu3allid M TpEAHA3HAUEHBl [ CHUXKEHHS pPHUCKOB, CBS3aHHBIX C
peanu3anyeil yrpo3 6€30nacHOCTH UHPOPMALIUH.

[Tonutuka poctymHa BceM pabGoTHuKaM (O0pa3oBaTelbHONW OpraHu3aldd U BCEM
10JIb30BATENSIM €r0 PECYPCOB.

2 IEJH U 3AJJAYU OBECIIEYEHUSI HHOOPMAIIMOHHOM BE3OITACHOCTHU

Cy0bexTbl HHPOPMALMOHHBbIN OTHOLIEHHU I
CybObekramu mnpu obecriedeHuH HHPOpPMAIMOHHON Oe3omacHocT B OOpa3oBarenbHast
OpraHu3aus SBJISIOTCS:

e pabOTHUKHU CTPYKTYPHBIX MOJIpa3fiesieHuH (B TOM YKCIIE€ YBOJIEHHBIE);

e rpaxiaHe, padoTaroIIKeE MO JOTOBOPaM I'pakJaHCKO-TIPaBOBOT'0 XapaKTepa;

e (usmyeckue TuUIla, MPEICTABUTEIN KOHTPAreHTOB B paMKaX HCIIOJIHEHUS JOTOBOPHBIX
00513aTEJILCTB;

e (usHUeckue JuIla, mojasiue odpamieHue B aapec OOpazoBaTeabHON OpraHU3aIlNH;

® [OpUIMYECKHE JHIa, B paMKax MCIOJIHEHUS JOTOBOPHBIX O0OS3aTENLCTB MM BO
UCTIOTHEHUH TPeOOBaHUI CO CTOPOHBI 3aKOHO1aTeNnbeTBa Poccuiickoii deneparui,

e OpraHsl rOCyJapCTBEHHOH BJIAacTH.

O0bexkTh HHPOPMALMOHHBIX OTHOIIECHHU
O06bexTamu HHPOPMAIIMOHHBIX OTHOIIIEHUH SBIISIOTCS:

¢ nH(pOpMaIMOHHbIE pecypchl OO0pa3oBaTeIbHONOPraHU3alNY;

® TOCyJapCcTBeHHbIE HMH(OpMAIMOHHBIE cucTeMbl OmnepaTtopoM KOTOPBIX — SBISETCS
OO0pa3oBarenbHast OpraHu3alus;

e mporiecckl 00paboTku mH(poOpManuu B HHPOPMAIMOHHBIX cucTeMax OOpasoBarenbHas
opraHusamnusi, UHGOPMAIMOHHBIE TEXHOJIOTMH, perjaMeHThl U Mpolenypsl cdopa,
00paboTKH, XpaHEHUs U Niepeadu HH(popMaiuy;

e yHpOpMAIIMOHHAs WHEAPACTPYKTypa, BKIIOYAIOIIAS CHUCTEMBI 00pabOTKH, XpaHEHHS
U aHaiu3a uH(pOpMaluu, MPOrpaMMHbIE U MPOTpaMMHO-aNapaTHble CPeACTBa, B TOM
YKCJIe KaHAJIbI CBA3U U TEJIEKOMMYHUKALINH;

® CHCTEMBbl W CpPEJCTBA 3allUThl HHPOpPMAIMH, OOBEKTHl W TOMEIICHHUS, B KOTOPBIX
pa3MeIeHbI Cpe/icTBa 00pabOTKH MHPOPMAIIUH.

Ienn odecnevyennst HHPOPMALMOHHOM 0€30MACHOCTH
OcHoBHOM 1enbl0  oOecmiedeHus: uH(oOpManmoHHOW Oe3omacHocTH  OOpa3oBaTenbHAs



OpraHu3ansi  SBJISIOTCS  ACWCTBUS  HANpaBIEHbl Ha  JOCTH)KEHHE 3aIlIUThl  CYOBEKTOB
UH(POPMALIMOHHBIX OTHOIIEHUH OT BO3MOXHOI'O HAHECEHUsS MM MaTepHajIbHOro, (hPU3MYECKOro,
MOpPaJIbHOT'O WJIM MHOTO ylepOa, MOCpeCTBOM CIy4alHOro WM NpeHaMEPEHHOI0 BO3AECHCTBUS Ha
UH(OpMaLHIO,

B TOM YHUCIIE!

e obecrieueHus 0TKa30yCTOMYUBOIO (GYHKLIMOHUPOBAHUSA IIPOrpaMMHBIX
U anmapaTHO-IPOTrpaMMHBIX  cpenctB  OOpaszoBaTenbHass — OpraHu3anmus |
HPEJOCTaBIIAEMBIX CEPBUCOB;

® COOIOACHUS TIPAaBOBOIO PpPEXHMMa HCIOJIb30BAaHUS MACCHBOB U CpEACTB 00pabOTKH
uHpOpMaInu;

e [IPEIOTBPAILICHUS peaTU3ali yrpo3 0e30MacHOCTH MH(POPMALUHU MPH OCYIIECTBICHUH
nesrenbHocTH OOpa3zoBaTeabHas OpraHu3alus.

3agaun obecrneyeHus HHPOPMAIMOHHOM 0€30NIACHOCTH
JocTmwkenue neneil odecrieueHnst MHGOPMAIIMOHHONH 0E€30MaCHOCTH M CBOIMCTB MH(OpMALIUH,
OGpa3zoBaTebHasi OpraHu3als pemaeTcs CAeAyIIMME 3a/la4yaMu:

®  3alIUTHI OT HECAHKIIMOHUPOBAHHOI'O JOCTYIA K MH(MOPMALIMOHHBIM pecypcam;

® pasrpaHMYCHHS JOCTyIa IMOJIb30BaTeNel K WH(GOPMAIMOHHBIM, AaNIllapaTHBIM,
IPOTrpaMMHBIM U MHBIM pecypcawm;

® perucrpanuu 4 NepuoJu4eckoro KOHTPOJS ACUCTBUN IMOJIb30BaTee npu oOpaboTke
3anumaeMoi HHGOpMaIK 1 NePUOTUIECKUN KOHTPOJIb KOPPEKTHOCTH UX JICHCTBUH;

® KOHTPOJIS LEJIOCTHOCTU CPE/Ibl UCIIOIHEHHUS IPOrpaMM M €€ BOCCTAHOBJIEHUE B CIIydae
HapyIICHHUS;

e oOecrieyeHMs] ayTeHTUGHUKAUMM WU WACHTUGUKAIMM I0Jb30BaTeeH, y4acTBYIOILUX
B MH(POPMALIMOHHOM OOMEHE;

e o0ecreyeHUs HCIPABHOCTUM  INPUMEHSEMBIX B  HH(POPMAIMOHHBIX  CHCTEMax
OO0pa3zoBarenbHas OpraHu3alys CpesICTB 3alUThl HHpOpMaIuy;

® CBOEBPEMEHHOIO BbISBIEHHUE MUCTOYHUKOB YTpo3 0€30MaCHOCTH MH(YOPMALUH, TPUYUH
U YCJIOBMI, CIIOCOOCTBYIOIIMX HAHECEHHIO YyIlepOa 3auHTEPECOBaHHBIM CyObEKTaM
MH(POPMALIMOHHBIX OTHOIIEHUH;

e Co3/laHUEeM CIOyXObl MOHHTOpPUHIa W pEarMpoBaHUs Ha Yrpo3bl 0e30ImacHOCTH
nH(pOpMallMU U HETaTUBHBIE NTOCIEACTBHS;

® CO3/1aHMEM YCIOBMH M MHUHUMH3AIMM HAHOCHUMOIO YyiuepOa HernpaBOMEpHBIMU
JeMCTBUSAMU, U YCTpPAaHEHHE MTOCIEICTBUI HapylIeHHsI HH(POPMAIMOHHON 6€3011acHOCTH
B O0Opa3oBarenbHasi OpraHu3alus.

Pemenue BhllenepeurcieHHbIX 3a1ad B OOpa3oBarenbHas OpraHM3alus OCYIIECTBISIETCS
MOCPEACTBOM:

e ydera BCex MOJUIekKAIIMX 3alIUTe HH()OPMALIMOHHBIX PECYPCOB;

® KypHaJIMpOBaHHUS JEWCTBUH IMEpPCOHANA, OCYIIECTBISIONIEIO OOCIy)KUBAaHUE U
Mo (PUKAIMIO TPOTPAMMHBIX U POTPaMMHO-aMNapaTHBIX CPEACTB NHPOPMAIIMOHHBIX
CHUCTEM;

e perjaMeHTallMM MpoleccoB o0paOoTku uH(pOpManuu, JAeWCTBUA PaOOTHUKOB
OO0pa3zoBarenbHas OpraHM3aLUsl, OCYLIECTBISIOMIMX AKCIUTyaTallui0 MPOTPAMMHBIX H
IPOrpaMMHO-AINApaTHBIX CPEACTB, Ha OCHOBE YTBEP)KIEHHBIX OpraHHU3aIllOHHO-
pacropsauTeNbHBIX JOKYMEHTOB I10 3aluTe HH(pOpMalny,;

e Ha3HAuYeHUs M TOJTOTOBKOM pabOTHHUKOB, OTBETCTBEHHBIX 3a OPraHU3alUI0 U
OCYILIECTBIIEHHE MEPONPHUATHI 10 oOecreueHn0 MHPOPMALMOHHONW Oe30MacHOCTH B
OO6pa3zoBarenpHasi OpraHu3aIus,

® HaJeJNEeHUs KaXI0ro pabOTHHKA MUHHUMAJIbHO HEOOXOIMMBIMH IIpaBaMH Ipu padoTe B
UH(POPMALIMOHHOM HHPPACTPYKTYPE COTTACHO UX JOHKHOCTHBIM 0053aHHOCTSIM;

e coOmoneHuss BceMH pabOTHMKAMHM, OSKCIUIYaTUPYIOIIMMH U OOCITYXKMBAIOLIUMHU
IpOrpaMMHBIE U MPOTrpaMMHO-aNapaTHble CpelicTBa, TPEOOBaHUN OpPraHU3aIlMOHHO-



pacrlopsiANTENbHBIX JOKYMEHTOB IO BOINpocaM o0ecreueHuss HH(POpPMalMOHHON
0e30IMacHOCTH;

® [IEPCOHAJIBHOMH OTBETCTBEHHOCTHIO KaXJOT0O pabOTHMKA 3a CBOM JICHCTBHS,
YYacTBYIOUIETO B paMKaX CBOMX (DYHKIIMOHAIBHBIX OO0SM3aHHOCTEH B mpoleccax
aBTOMATHU3UPOBAHHONW 00pabOTKM HH(GOPMALKMKU M HMEIOLIEr0 AOCTYI K pecypcam
WH(OPMAIIMOHHBIX CUCTEM;

e peanu3anMell  TEXHOJOTHMYECKHMX  MPOLEccoB  o0paboTku  uHpopMamuu ¢
UCIIOJIb30BAHUEM  KOMIUIEKCOB  OpPraHM3aI[MOHHO-TEXHUYECKMX  MEp  3alllUThl
IPOTPaMMHOTO 0OecrieueH s, MPOrpaMMHO-AIIAPATHBIX CPEJICTB,;

® [IPUHATHS MEp MO 00eCreveHUI0 (PU3NUECKON IeTOCTHOCTH MPOrpaMMHO-AIAPaTHBIX
cpeacTB HMH(MOPMALMOHHBIX CHCTEM U MOAJEpKaHUEM HEOOXOJUMOIro YpOBHS
3alUIIEHHOCTH KOMIIOHEHTOB;

® CIOJIB30BAaHMSI MPOTPAMMHBIX U TPOTPAMMHO-ANMapaTHBIX CPEICTB  3aIIUTHI
uHpopmanuu obOpabaTeiBacMOM B O6pa3zoBaTenbpHas OpraHu3aIus u
aIMUHUCTPATUBHOMN MOAJIEPHKKON UX UCIOJIb30BaHHUS;

® KOHTpPOJSl COONIIOICHUS TOJIb30BaTEISIMU MH(DOPMALIMOHHBIX CHCTEM TpeOOBaHHM IO
obecrieueHn0 MHHOPMAITMOHHOW 0€301TaCHOCTH;

e nmpoBeneHUsa aHanu3a APGPEKTUBHOCTH NPHUHATHIX Mep 3alluThl HHpOpMaLUU U
PUMEHSIEMBIX CPECTB 3auuThl nHopMaru B OOpa3oBaTenbHas OpraHu3alis;

e pa3paboOTKU W pealu3aluy MPEUIOKEHUH 10 COBEPIICHCTBOBAHHIO CHCTEM 3aIIHTHI
uH(popmaiuu B O6pazoBaTenbHasi OpraHu3alus.

3 TMPUHIUIIBI OBECIIEYEHUS HH®OPMAIIMOHHOM BE3OIIACHOCTH

Obecneuenue nH(POpMALIMOHHON 0€30MaCHOCTH, TOJDKHO OCYIIECTBIIATHCS B COOTBETCTBUHU CO
CICAYIOIUMH OCHOBHBIMH ITPHUHIUIIAMMA

IIpuHIMT 3aKOHHOCTH

[Tpu BBIOOpE MEpONPHUATHH MO 3ammTe WH(GOPMAINHU, JOIDKHO COONIIOIAThCS EHCTBYIOIIEE
3akoHoJaTenbcTBO Poccuiickoit denepanuu B cepe 3auThl THPOPMALIUH.

Bce pa6OTHI/IKI/I JOJDKHBI UMCTh MPCACTABJICHUC 00 OTBETCTBEHHOCTH 3a IMpaBOHAPYILICHUA
B chepe 3ammtel uHGopmauuu. [IporpamMmHO-anmapaTHbleé CpenCcTBa, IpUMEHSEMble B
OOpa3oBarenbHasl OpraHu3alysi, JODKHbBI HMETh COOTBETCTBYIOLIUE JHUIEH3UH, O(PUIMAIBLHO
npuoOpeTaThes y NMpeacTaBuTeNe pa3pab0oTUYMKOB 3TUX CPEICTB WM SIBJISATHCS MHTEIUIEKTYaIbHON
coOcTBeHHOCThIO O0Opa3oBaTenbHasi OpraHu3alys.

IIpuHIMI CHCTEMHOCTH

HpI/I CO3aHNH CUCTCMBbI 3alllUThI JOJIKHBI YUHUTBIBATHECA AKTYAJIbHBIC YTI'PO3bI 0e30MacHOCTH
uHpOpMalLlMK, BO3MOXKHbBIE OOBEKThl M HANpaBICHUs aTaKk Ha Hee CO CTOPOHBI HapyIIUTENEH.
CucreMa 3aluThl 10J)KHA CTPOUTHCS C YIETOM HE TOJIBKO U3BECTHBIX KAHAJIOB YTEUKU HH(POPMAIIH,
HO U C yYETOM BO3MOKHOCTH MOSIBJICHHS HOBBIX YSI3BUMOCTEH B IPOrpaMMHOM 00€CIIEUeHUH.

IIpuHUIHN KOMIIJIEKCHOCTH

KommiekcHoe HCosib30BaHUE CPEACTB 3allMThl HH(OPMAIMK MPEoiIaraeT CorilacOBaHHOE
MPUMCHCHHUEC MMPU TOCTPOCHHUN IIGJ'IOCTHOfI CHUCTEMBI 3alllUThI, HeperI)IBaI-OHIGI\/'I BCC CYIICCTBCHHBIC
yrpo3bl 6e30macHOCTH MHGOpMaK. 3aliuTa J0JDKHA CTPOUTHCS 3lIesoHHpoBaHOo. Pusnyeckas
3aluTa J0JKHA 00ecrieunBaTbes (GU3MUECKUMHU CPEICTBAMU M OPTaHU3allMOHHBIMU MEpaMH.

[Tpu mocTpoeHnH, BHEAPEHUH U KCILTyaTalliM CUCTEMBI 3alllUThl HH(POPMALIUU PYKOBOJICTBO
OO6pa3oBarenbHast OpraHu3anus ooecreynuBaeT yCiaoBUs s 3PPEKTUBHON KOOpAUHALWY ACHCTBUMA
BCEX JIMII, 00eCIIeYNBAIONINX NHPOPMALIMOHHYIO 0€3011aCHOCTb.

IIpuHIUI CBOEBPEMEHHOCTH

Pa3zpaboTka cucteMsl 3amuThl MHGOPMALUK JIOJDKHA BECTUCH MapajuleibHO C pa3paboTKon
MH(OPMALIMOHHOM  CHCTEMBL. JTO TIO3BOJUT ydecTh TpeOoBaHUs O€30MacHOCTH MpH
NPOCKTUPOBAHUM APXUTEKTYphl M, B KOHEYHOM CueTe, co3jaaTh Oonee 3(pPeKTUBHBIC
I/IH(I)OpMaHI/IOHHI)Ie CHCTEMBI, o6na)1a}onme AO0CTAaTOYHBIM YPOBHEM 3allIUIIICHHOCTH.

IpuHIUN NpeeMCTBEHHOCTH



[TocTosiHHOE COBEpPILIEHCTBOBAaHHE MEp M CPEACTB 3allUThl HHGOpPMalMd Ha OCHOBE
MPEEMCTBEHHOCTH OPTaHU3AlMOHHBIX M TEXHHYECKUX PEHICHH, KaJpoOBOTO COCTaBa, aHaIM3a
(GyHKIIMOHUPOBAHUST UH(MOPMAILIMOHHBIX CHUCTEM M CHCTEMbI €€ 3alIUThl C yYEeTOM HU3MEHEHHH B
METOJIaX ¥ CPEICTBAX MepexBara nH(popMauu, HOpMaTUBHBIX TPEOOBaHUH O 3aIUTE HH(DOPMALIHH.

IIpyuHOMI 10CTATOYHOCTH

CooTBeTcTBHE YPOBHS 3aTpaT Ha obecrieueHre MH(POPMAITMOHHON 0€30MacCHOCTH U LIEHHOCTH
MH(OPMALIMOHHBIX PECYPCOB Ha BEIMYMHY BO3MOKHOTO yIIepOa OT UX pasriiallleHus], yHUUTOKEHUS
U HCKaxeHUs. lcmomp3yeMble Mepbl M CPEICTBA 3alIMThl MH(DOpPMAMKM HE JOJDKHBI YXYIIIATh
SProHOMHUYECKHUE MOKa3aTeNId KOMIOHEHTOB MH(POPMAIIMOHHBIX CUCTEM.

[IpuHIHN 0TBETCTBEHHOCTH

Bo3noxeHne 0TBeTCTBEHHOCTH 3a o0ecredeHrue 0€301MacHOCTH HHPOPMAIUKA U €€ 00paboTKH
Ha KaXJI0ro pabOTHWKA B Mpelenax ero MOJHOMOYHHA. B COOTBETCTBHH C STUM MNPHUHIUIIOM
pacnpeziefieHue MpaB U 005S3aHHOCTEM PAaOOTHUKOB CTPOMUTCS TaKUM 00pa3oM, 4TOOBI B Cilydae
JTH000T0 HApYIICHHSI ObLT U3BECTEH HAPYIIUTENb.

IpyuHOKMI 000CHOBAHHOCTH U TEXHUYECKOH peain3yeMoCTH

WudopManinoHHbIe TEXHOJIOTHH, TPOTPAMMHBIC U IIPOTPAMMHO-ANIAPATHBIC CPEACTBA, MEPHI
3alUThl HTHPOPMAIMKM JOHKHBI OBITH PEaTu30BaHbl IO COBPEMEHHBIM PELICHUSM, 0OOCHOBAHBI C
TOYKH 3PCHHSI JOCTMDKCHUS 3aIaHHOTO YPOBHS 3alIUIICHHOCTH WH(POPMAIMH U DYKOHOMUYCCKOM
[[EJIeCO00Pa3HOCTH, a TaKXKe COOTBETCTBOBATh YCTAHOBIECHHBIM HOpMaM M TpeOOBaHHSAM IO
0e301acHOCTH HH(POPMAIIHH.

IIpuHun npodeccnonaTn3zmMa

Peanmzanuss mMep 3amuThl MHPOPMAIMM W IKCIDTyaTalusl CPEJICTB 3allUThl HH(DOpMAIHH
JOJI’KHA OCYLIECTBIATHCS MPOQECCHOHAIBHBIMU CIIEIIMATUCTAMH.

[TpuBiieueHNE CHICTIMATM3UPOBAHHBIX OPTAHU3AIMNA K pa3pabOoTKe CPEACTB U peallu3aluu Mep
3alUThl UH(QOPMAILIMK, MOATOTOBIECHHBIX K KOHKPETHOMY BHAY AESATEIBHOCTH MO OOECIeueHUI0
0e30macHOCTH HH()OPMAITMOHHBIX PECYPCOB, HMEIOIINX ONBIT MPAKTUICCKOW PabOTHI U JTUIICH3UHN Ha
MIPaBO OKA3aHUsA YCIYyT B ATOU 00JIacTH.

IpuHIUN MUHAMHA3ANUH TPUBHJIETHIT MOb30BaTeNel

ObecrnieueHue Mob30BaTeIe MPUBIICTUSIMU MUHUMATBHO JOCTATOYHBIMU JIJISl BHITIOJTHEHUS
MU CBOMX JIOJKHOCTHBIX 00s13aHHOCTEN B OOpa3oBaTenbHasi OpraHu3alusl.

4  OCHOBHBIE TPEBOBAHMUS 110 3AILIMUTE UH®OPMAILINU
OT'PAHUYEHHOTI'O JOCTYIIA

Cucrema 3ammThl MHGOpPMAIMM JOJDKHA MPEAYCMAaTPUBATh KOMIUIEKC OpraHU3allMOHHBIX,
MPOTPAMMHBIX W MTPOTPAaMMHO-aNMapaTHBIX CPEICTB U MEp IO 3alIuTe HHPOPMAIIMHU B IIpoIecce ee
00paboTKu.

Boinonnenue TpeboBaHMN TOCTUTAeTCs 3a CUET peav3allMi Ha 00beKTax MH(pOpMaTu3aluu
Mep 1O 3aluTe HHPOPMaLUK:

® yACHTU(UKAIMY U ayTeHTU(UKAUN CyOBEKTOB OCTYIa U OOBEKTOB JI0CTYIIA;
YIIPaBJIEHUIO IOCTYIIOM CYOBEKTOB JIOCTYIA K 00bEKTaM JA0CTYIIa;
OTPaHUYEHUIO IPOTPAMMHOMN Cpebl;
3alIUTe MAIIMHHBIX HOCUTENEH MepCOHATBHBIX TaHHBIX;
perucTpanuu coObITHII 0€30MTaCHOCTH;
AHTUBHMPYCHOM 3aIlNTE;
00HApPY>XKCHUIO BTOP)KCHHUII;
KOHTPOJTIO (aHATU3Y) 3alTUIIICHHOCTH MTEPCOHABHBIX JTAHHBIX;
00€CTIeYeHHIO [IEIOCTHOCTH HH(POPMAIIMOHHON CUCTEMBI U TIEPCOHAIBHBIX TaHHBIX;
00€CTeYeHNIO JJOCTYITHOCTH MEPCOHAIBHBIX JTAHHBIX;
3aIUTHI CpeJibl BUPTyalU3alii;
3aIUThl TEXHUYECKUX CPEJICTB;
3alUThl UH)OPMAIIMOHHON CUCTEMBI, €€ CPEICTB, CUCTEM CBS3H U Nepeayl JaHHbIX;
BBISIBJICHUIO MHIUJCHTOB U pearnpoBaHUe HA HUX;



e ympaBlIeHUIO KOHGUrypanued HHPOPMAIIMOHHON CHCTEMBl M CHUCTEMBI 3alHUTHI
NEPCOHAIBHBIX JIAHHBIX.
OOpasoBarenbHasi OpraHu3anus, Kak obsagarens MH(GOpMalUK OrpaHMYEHHOIO JOCTYyIa,
IIPY OCYIIECTBICHUH CBOMX MPaB 0053aHO:
e CO0JII0JIaTh TPaBa U 3aKOHHBIE MHTEPECHI NHBIX JIMLL;
® [IpPUHUMATh HEOOXOAMMBIE MEPHI MO 3aLTUTE HHPOPMALINH;
e OrpaHMYMBATH JOCTYNl K HWHPOpPMALMH, €CIU Takas OOS3aHHOCTh YCTAaHOBIIECHA
3aKkoHoJaTenbcTBOM Poccuiickoit denepanum.
B Tom wumcne OOpa3oBarenbHas OpraHu3alysi, BIpPaBE €CJIM HHOE HE MPEAYyCMOTPEHO
3aKkoHoJaTenbcTBOM Poccuiickont denepanuu:
e paspeliarh WK OrpaHUYUBATh JOCTYI K HH(OPMAIMH, ONIPEAEIATH IOPAJOK U YCIOBUS
TaKOI'o I0CTYIIa;
® UCHOJB30BaTh HMH(OpPMAIMIO, B TOM YHCIE pacIpOCTPaHATh €€, IO CBOEMY
YCMOTPEHHUIO;
e [epefaBaTh MH(POPMALUIO APYTHMM JIMIIAM Ha YCTAaHOBJIEHHOM 3aKOHOJATEIbCTBOM
Poccuiickoii denepaiiriu OCHOBaHUY;
® 3alMIIATh YCTAHOBJIEHHBIMU 3aKOHOIaTeNIbCTBOM Poccuiickoii denepaunu cnocodamu
CBOM IIpaBa B Cllydyae HE3aKOHHOTO TOJy4eHHUS WHPOPMALUU WIM €€ HE3aKOHHOTO
UCIIOJIb30BaHUSI MHBIMHU JINLIAMH;
®  OCYILECTBJISATh UHbIE IEHCTBHS ¢ HH(OpMALMEN WU pa3peliaTh OCYLIECTBICHUE TAKUX
NeMCTBUHN, €CIM ATHU JACUCTBHUS HE MPOTHUBOpEYAT (enepaabHBIM 3aKOHAM U APYTHM
HOPMAaTUBHO-IIPaBOBBIM akTaM Poccuiickoit denepanuu.
3ammra wWHQOpPMAMK  OTPAHWYEHHOTO JOCTyHa NpPEACTaBIsSeT COOOW  NPUHATHE
OpPraHU3alMOHHBIX U TEXHUYECKUX MEp, HAllpaBJICHHBIX Ha:
e coOmoneHne KOH(PUICHLIUANBHOCTH HH(pOpMAIMM (UCKIOYEHUE HENPaBOMEPHOro
JOCTYTIA, KOMTUPOBAHUS, TIPEAOCTABICHHSI WM PACIIPOCTPAaHEHHUS HHPOPMALIUN);
e oOecrieueHHE EIOCTHOCTH HHPOPMALIUH (MCKITIOUEHNE HEMPABOMEPHOTO
YHUYTOXKEHUS WK MoAu(ULIMpOBaHUs HHDOpMAIUK);
e pealM3alMIO IpaBa Ha JOCTYH K HHpopMauuu (MCKIIOYEHHE HENpaBOMEPHOro
Os10KMpoBaHUs HHGOPMAIIUN).
CpenctBa 3amuThl MHGOPMAIIMKM BHEAPSIOTCS 1O pe3yibTaTaM MPOBEIEHHS OLIEHKU PHCKOB
MH(}OPMaLlMOHHON 0€3011aCHOCTH.
Opranu3anus 3alMTHI HHPOPMALUH
[Ipu opranmuzamuu B OOpa3zoBaTenbHas OpraHU3alUs 3allUThl HWHGOPMALUHU, JTOJIKHBI
BBINOJIHATECS TpeboBanust denepanbHoro 3akoHa ot 27.07.2006 Ne 149-03 «O6 undopmaruy,
MH(OPMALIMOHHBIX TEXHOJOTHSAX U O 3allluTe MHPOpMAIMN», KOTOPbIE PETyIUPYIOT OTHOIICHHUS,
CBsI3aHHbIE
C YCTaHOBJICHHEM, U3MEHEHUEM U MpEKpalleHueM pexxruMa 00padoTKy 3aluiiaeMoi HHPOopMaIiu.
B Tom umcne tpeGoBaHus o 3ammre MHGOPMAIMM, HE COCTABISAIOLIEH TOCYJapCTBEHHYIO TaiiHY,
coJiepkalleiicss B TrocyJapCTBEHHBIX MH(OPMAIIMOHHBIX CHUCTEMaX YTBEP)KICHHbIE NPUKA30M
OCTIK Poccum ot 11.02.2013 Ne 17 «O6 yrBepxaeHuu TpeOoBaHMH O 3amuTe HHGOpMAaINH,
HE  COCTaBIIIOIIEH  TIOCYJapCTBEHHYIO  TallHy, coJepiamieiics B ToCydapCTBEHHBIX
UH(POPMALIMOHHBIX CHUCTEMax» JUIs TOCYAAPCTBEHHBIX WH(OPMAIMOHHBIX CHCTEM IO KOTOPBIM
O6pa3oBarenbHas opranuzanus ssisercs OnepaTopom.
B O6pazoBarenbHas opraHu3anus TOMUMO Pealn3alii OCHOBHBIX Mep 3allluThl HHPOpMaIUH
OCYIIIECTBIISIETCS:
e peryiuspHas OIICHKAa W YIpaBJeHWEe pUCKaMU HWH(POPMAIMOHHON O€30MmacHOCTH
B COOTBETCTBHH C YCTAHOBJICHHBIMHU MPOILIETypaMy B OOJIACTH YIPABJICHUS PUCKAMU;
e uHbopMHpOBaHHE, OOyuyeHHME W  TIOBBbIIIEHHE  KBaJU(PHUKAIMKA  PaOOTHUKOB
O6pa3zoBarenpHas opranuzainus B chepe nHOOpMAITMOHHOM 0€3011aCHOCTH;
e MeToAMYEeCcKas IMOMOIIb pabOTHUKAaM B BomIpocax obOecrneueHuss HH(OPMaLUOHHON
0€30I1aCHOCTH;



®  aHAJIU3 U MOMCK BO3MOXHOCTEH 110 OBBIIIEHUIO YPOBHS 3aIIUIIEHHOCTH HH(POPMALIUH.

Jnist oprannzanuu 3amuThl nHGopManuu, Obpa3oBarenbHas OpraHu3aus BIpaBe MPUMEHSThH
CpeACTBa M METOJbl TEXHMYECKOM 3alUThl, NPEANPUHHUMATh JApYyrue, He MPOTHBOpEYallue
3aKoHOAaTenbCTBY Poccuiickon denepannu, MEpPHI.

B pamkax oGecnieyeHus 3amuTsl HHGOpMaIUK, B paMKax TPYIOBBIX OTHOIIEHUH HEOOXO0AUMO
03HAKOMUTH MOJ POCIHUCH PAaOOTHHUKOB, TOCTYI KOTOPBIX K MHPOPMALIMU OTPAHUYEHHOTO JIOCTYTIA,
HE00XO0/IUM JUIsl BBINOJIHEHUS] UMU CBOMX JIOJDKHOCTHBIX 00s3aHHOCTEH, ¢ nepeyHeM MHpopManuu
OTPaHUYEHHOTO JIOCTyNa, W TNpUHATBIMH B OOpa3oBarenbHas OpraHM3alys MEpaMH 3allUThI
uHpopmanuu.

Oco0eHHOCTH 3aIUTHI EPCOHAIBHBIX JAHHBIX

ITIpu opranuszauum oOpabotku B OOpa3oBarenbHas OpraHU3alUs NEPCOHAIbHBIX JAHHBIX
HE00X0/IMMO PYKOBOJICTBOBaThCs TpeboBanusMu PenepanbHoro 3akona ot 27.07.2006 Ne 152-03
«O nepcoHabHBIX TaHHBIX).

[lepeuens Mep, BBIOMHEHHE KOTOPBIX obOecneunBaeT OOpas3oBaTenbHas OpraHU3alMs B
Ka4yecTBe ollepaTopa epCOHAIbHBIX JaHHbIX, 1OJDKEH BKIIIOYATh!

e HaszHaueHue B OOpazoBaTenbHas OpraHU3als OTBETCTBEHHOIO 3a OpraHU3aLUI0
00pabOTKH IEPCOHABLHBIX JTAHHBIX;

e pa3pabOTKy JOKYMEHTOB, OIPEACISIIONMX TIpaBWjia B OTHONICHUH OOpabOTKH
NEepCOHANbHBIX JaHHbIX B OOpa3oBareibHas OpraHu3allUs, JOKAJIbHBIX AKTOB IO
BOIIPOCaM 00pabOTKH MEePCOHABHBIX TAaHHBIX

® [IpPUMEHEHHE OPTaHM3AIMOHHBIX M TEXHUYECKUX MEp 1O 00ecredeHuI0 0e30macHOCTH
NEPCOHANBHBIX JIAHHBIX B COOTBETCTBUU cO cTaThel 19 DenepanbHOro 3akoHa OT
27.07.2006 Ne 152-®3 «O nepcoHANBHBIX TaHHBIX ]

e BHINIOJIHEHUE TPEOOBaHMN IO COCTaBYy M COACP)KAHUIO OPraHU3AUOHHBIX |
TEXHUYECKUX MEp MO O0ECledYeHHI0 0e30MacHOCTH MEePCOHANBHBIX JAHHBIX MPU HX
00paboTke B MH(OPMAIMOHHBIX CHCTEMax IMEPCOHAIBHBIX TAHHBIX YTBEPKIEHHBIX
[Tpukazom ®CTOK Poccum ot 18.02.2013 Ne 21 «OO6 yTBEp>KIEHHH COCTaBa H
COJIepKAaHUsI OPTAaHU3AIMOHHBIX U TEXHUYECKHX MEp MO 00ECTICYeHHI0 OE30MacCHOCTH
NEpCOHANbHBIX JIAHHBIX MNpPU HUX 00paboTke B HUHPOPMALMOHHBIX CHUCTEMax
NEPCOHAIBHBIX JTAHHBIXY,

® OIICHKY Bpe/a, KOTOPBI MOXET OBITh MPHYMHEH CyOBEKTaM MEPCOHAIBHBIX TAHHBIX B
ciyyae HapyuieHuss @enepanbHoro 3akoHa Ne 152-D3, cooTHolIeHHE YKa3aHHOTO
Bpela W TPHUHUMAaeMBIX OIEPaTOpOM Mep, HaNpaBICHHBIX Ha oOecredeHue
BBINOJIHEHUS 00s13aHHOCTEH, ITperycMoTpeHHbIX denepanbHbIM 3akoHoM Ne 152-D3;

e oO3HakoMJeHME paboTHUKOB (OOpa3oBarenbHas OpraHU3alMs, HEMNOCPEICTBEHHO
OCYIIECTBISIOMMUX ~ 0OpabOTKY  NEPCOHATBHBIX  JAaHHBIX, C  TOJOXKECHHUSIMHU
3akoHozaTenbcTBa Poccuiickoit depepannn 0 NepcoOHaNbHBIX JTAHHBIX, B TOM YHCIIE
TpeOOBaHUSAMHU K 3allUTE NEPCOHAIBHBIX TaHHBIX, JOKYMEHTAMH, ONPEACIISIOIINMU
TpeboBanust OOpa3oBarenbHas OpraHU3alUs B OTHOILIEHUH 00pabOTKH MEPCOHAIBHBIX
JAHHBIX 1 00y4YeHHe, IPU HEOOXOIMMOCTH, YKa3aHHBIX paOOTHUKOB.

ObecneueHne 6€30MacCHOCTH MEPCOHABHBIX JJAHHBIX JOCTUraeTcsl, B YaCTHOCTH:

e OMpeneleHNueM YIpo3 U HapylmuTenaed 6e30MacHOCTH MEePCOHAIBHBIX JaHHBIX MPU UX
00paboTke B MHPOPMALMOHHBIX CUCTEMAaX MEPCOHATBHBIX JTAHHBIX;

e OMpE/eTeHUEM YPOBHS 3alllMIIEHHOCTH IMEPCOHAIBHBIX JAaHHBIX B COOTBETCTBHM C
TpeOoBanusiMmu IlocranoBnenus IlpaButensctBa Poccuiickoit @exnepanuu  OT
01.11.2012 Ne 1119 «O6 yTBepkaeHUM TPeOOBAHUH K 3aIIUTE EPCOHAIBHBIX JaHHBIX
pu Ux 00paboTke B MUHPOPMALIMOHHBIX CHCTEMaX MEPCOHATIBHBIX TaHHBIX»;

® [pPUMEHEHHEM NpOIICANNX B YCTAaHOBICHHOM TIOPSIKE MPOIENypy OICHKH
COOTBETCTBUS CPEJICTB 3AIIUTHI HH(OPMALIIH;

e OIIEHKOH 3(pPEeKTUBHOCTH MPUHUMAEMBIX Mep MO 3alUTe MEePCOHATBHBIX JaHHBIX 10
BBOJIa B OKCILTyaTaIMIO HH()OPMAITMOHHON CHCTEMBI IIEPCOHATBHBIX TaHHBIX



® BOCCTAHOBJICHHEM NEPCOHAJIBHBIX JaHHBbIX, BCIICACTBHUEC MOJIYyYCHUA
HCCAHKITUOHUPOBAHHOI'O JOCTYIIa K HUM;

¢ YCTAHOBJICHUCM IIpaBUJI AOCTyla K HNEPCOHAIBHBIM OAHHBIM, 06paGaTBIBa€MBIM B
I/IH(l)OpMaHI/IOHHBIX CUCTEMAX II€PCOHAIBHBIX JOJAaHHBIX, a TaK¥XKeE obecreyeHreM
peructpaiu U y4dcTa BCCX IIGI>’ICTBI/II>'I, COBCpHIACMBIX C NICPCOHAJIBHBIMHU NJAHHBIMU B
I/IH(l)OpMaHI/IOHHI)IX CHUCTEMaX NEPCOHAIIBHBIX JAHHBIX,

® KOHTpPOJEM 3a IpHUHUMACMBIMHK MCpPaAMH II0 3aIUTC IICPCOHAJIBHBIX MJAaHHBIX H
OMpCACIICHHOI'0 YPOBHS 3allIUIIICHHOCTHU PIH(i)OpMaL[I/IOHHBIX CUCTCMAX MEPCOHAJIbHBIX
JAaHHBIX B ITPOLECCE €€ DKCIITyaTalluu.

5 OCHOBHBIE TPEBOBAHUSA K HPOHECCAM OBECHIEYEHMS
NHO®OPMAIIMOHHOMU BE3OIMTACHOCTH

MeTtoanueckoe pyKOBOJICTBO, pa3pabOTKy pelieHui 1Mo 3ammre nH(popMaIim, corjacoBaHue
BbIOOpa CPEJCTB BBIYUCIUTENIBHOW TEXHUKH, MPOrPaMMHBIX U IIPOrpaMMHO-AIAPaTHBIX CPEICTB
3alUThl MHQOPMAIMH, OPTaHU3ALMIO PabOT IO BBISBICHUIO BO3MOXHOCTEH U MPEIyNPEKIACHUIO
yT€YKd M CBOMCTB 3alUIaeMOM MH(OpMAIMM, AaTTECTalUI0 OOBEKTOB HH(POpPMATU3ALNU
OCYIIECTBIISIIOT KOMIIETEHTHBIE CTPYKTYpPHBIE moipa3aenenus OOpa3oBarenbHas OpraHu3alius.

Pusnyeckas 0e30MaCHOCTH

[TpuHsATHIEC OpraHU3alMOHHBIC ¥ TEXHUYECKHE MEPHI 0 3aiuTe noMmeniennii OopazoBareiabHas
OpraHu3alysi, CEpBEPHOTO U KOMMYTAIIMOHHOI'O 00OpYyIOBaHMs, aBTOMATH3MPOBAHHBIX PAOOUMX
MeCT TOJb30BaTenell nHpopMannoHHbIX cucteM OOpa3oBarenbHas OpraHW3anus 00ECTIeYHBAIOT
peaau3aluio ciaeIyoIuxX Mep 1o:

® pa3rpaHUYEHHUIO JOCTyNa pabOTHUKOB B oMenieHus OOpa3oBaTesibHas OpraHu3anus B
COOTBETCTBUH C UX MOJTHOMOYHSIMH U JOJDKHOCTHBIMH OOSI3aHHOCTSIMU;

e peructpanuu (HakToB BXoJa paOOTHUKOB B IIOMELICHHS B KOTOPBIX BeeTCs 00paboTka
HEePCOHAIbHBIX JaHHBIX;

® KOHTPOJUPYEMOMY IpeObIBAHUIO OCTOPOHHUX JIML B OOpa3oBarenbHas OpraHu3alus
B IOMEIICHHS, B KOTOPBIX BeaeTcsi 00padoTka MH(POpMAaIui OrpaHUuIeHHOTO JIOCTYIIA
U pa3MellleHbl anmnapaTHble CpecTBa HHPOPMALIMOHHON CUCTEMBI,

e OpraHu3allid peXuMa KOHTPOJUPYEMOTOo BHOCA/BBIHOCA CPEJICTB  0OpabOTKH
uH(pOpMaLIUH.

[Tomemmenust OGpa3oBaTeNbHON OpraHU3aIMU JOJKHBI OBITH 000PY/A0BaHbI IETEKTOPAMHU OTHS
U JIbIMa, OTHETYIIMTEISIMH, CHCTEMaMH KOHIWIIMOHUPOBAHHS BO3/1yXa, CPEICTBAMH OXpPaHHO-
NOXKapHOW CUTHAJIM3ALHH.

OCHOBHOE CEepBEpHOE M KOMMYTallMOHHOE obOopynoBanue OOpazoBaTeibHas OpraHU3AIUs
JIOJDKHO OBITh 3alllMIEHO OT mepeboeB B IoJaue 3IEKTPOIHEPTHH MyTeM MOJKIIOYEHUS K
DIIEKTPOCETH C NPHUMEHEHHEM HCTOYHHUKOB Oecrepe0OWHOr0 MUTAaHWS W PE3EPBHOTO TU3ENb-
redeparopa. lMcrouHuku OecnepeOOHHOr0 MUTAHUS HEOOXOAUMO PEryasipHO TeCTHpOBaTh U
NIPOBEPATH YIOJIHOMOYEHHBIM paboTHuKaM (OOpa3oBaTenbHas OpraHU3alUs B COOTBETCTBUU C
PEKOMEHIAIUSIMH TTPOU3BOIUTEIS.

[TopTaTuBHBIE TEXHUYECKHE CPEICTBA HE JOJDKHBI OCTABATHCS 32 TpeAeTIaMi KOHTPOIHPYEMON
30Hbl OOpa3oBarenbHas opraHu3aius 0e3 KOHTPOJs cO CTOpOHbI paboTHMKOB OOpazoBareibHas
OpraHu3aIys.

Be3onacHocTh Ha padoueM MecTe

3ampemnaercss BECTH 3aliCh MapoJied B OTKPHITOM BHJE Ha MaTEepHAJIbHBIX HOCHUTENS, 3a
UCKJTIOUEHHEM CIIy4aeB, periJaMeHTUPOBAHHBIX METOJ0B XpaHEHUSI.

JIOKyMEHTBI M HOCHTEIH C MH(QOpMAaIMel OrpaHMYEeHHOTO JOCTyNa JOJDKHBI YOHpaThbes B
oreyateiBaeMble MecTta (ceiidbl, mkadel W T.I.), OpU yxone ¢ pabouyero Mecra. Ha
aBTOMaTU3MpOBaHHOM paboueM Mmecte llomb3oBarenst paGouas ceccusi JOKHA OBITH NpEpBaHa,
paboumnii cron 3abmokupoBaH. Bxoj monb3oBaTenss B CUCTEMY HE JOJDKEH BBIIOJIHATHCA
ABTOMATHYECKH.

JIOKyMeHTBI, coieprkalire HHPOPMALIMIO OTPaHUYEHHOTO IOCTYTIA, TOJIKHBI CPa3y U3bIMAThCS
U3 TIeYaTaroIuX YCTpoWcTB. Jlmst yrunm3amwu KOH(MUACHIIMAIBGHBIX JIOKYMEHTOB, JOJDKHBI



HCIIOJIH30BAThCS YHUYTOXKUTEIN JOKYMEHTOB HE HWXKE 4 YpPOBHS IO CTaHIApPTy OE€30MacHOCTH,
MPUMEHSEMOMY K YHUUTOXUTEISIM TOKYMEHTOB.

[Ipu wucnonb30BaHMM MOOWJIBHBIX TEXHHMYECKHX CPEICTB HEO0OXOJAMMO  COONIOaaTh
JIOTIOTHUTEIIbHBIE MEphl MO0 PETIaMEHTAllMd W KOHTPOJIIO HCIOJb30BaHUS B HH(DOPMAIIMOHHON
CHUCTEME MOOMIIBHBIX TEXHUUECKHUX CPE/ICTB.

Haxoxxnenune mnpencraButeneil IOPUIMYECKUX JIMI[ B PaMKax MCHOJHEHHUS JIOTOBOPHBIX
00513aTeILCTB B IOMEIIEHUSAX, B KOTOPBIX BeJeTCss 00paboTka nH(OpPMAIIUU OrPaHUYESHHOTO IOCTYIIa
WH(OPMAIIMOHHON CUCTEMBI, BO3MOKHO TOJIBKO B COMPOBOXACHWH paboTHHKa OOpa3zoBaTellbHAS
OopraHu3aIys AOMYIICHHOTO 10 00pabOTKH TaKoi HH(GOPMAITHH.

Pa3mernienne TeXHUYECKUX CPEACTB BBIBOAA MH(opManuu B momemnieHusix OOpa3oBaTenbHas
OpraHu3alysl MPOU3BOJUTCS C YYETOM HCKIIOUYEHHUS BO3MOYKHOCTH BHU3YaJIbHOTO MPOCMOTpA
uH(pOpMAaIlMK MOCTOPOHHUMHU JHIIAMH M PabOTHHKAaMHU, HE AOMYIIEHHBIM K paboTe ¢ JaHHOU
uHpopmaruei.

TexHUYECKHE CPENICTBA TOJDKHBI Pa3MEIIAThCS U XPAHUTHCS TAKMM 00pa30oM, 4TOOBI COKPAaTUTh
BO3MOKHBIN PUCK MOBPEXKIACHUS U YTPO3bl HECAHKIIMOHUPOBAHHOTO JIOCTYIIA.

TexHu4veckoe 00cay;KUBaHHE 000PY/10BAHNS

Texuuueckue cpeacrsa OOpa3oBarenbHasi OpraHu3alus JOKHBI TPOXOAUTh HA PETrYIISIPHOI
OCHOBE CEPBUCHOE OOCITY>KMBaHHE B COOTBETCTBUM C PEKOMEHJAMIMHU IPOU3BOIUTENICH
000pyIOBaHUS.

PemoHT u cepBucHOE OOCHTY)KMBaHHE OOOPYAOBAHHS JOJDKHBI BBITIOJHITHCS TOJBKO
KBATH(UITIPOBAHHBIMH CIIECITHATUCTAMHU.

TexHudyeckoe OOCTYXKMBaHUE OOOPYIOBAHHS CTOPOHHMMH OPTaHU3ANMUSIMH HE JOJDKHO
MPUBOJUTH K PUCKY HAPYIICHUS KOH(PHUIEHITUATBHOCTH 3aIIMIIAEMON HH(OpMAaLIUU.

B3aumoneiicTBue ¢ TpeTbUMHM JINIIAMH

B nemsix obecrieuenus nHpopmanronHon 6e3omacHoctu OOpa3oBaTelibHAs OpraHu3aius mpu
B3aUMOJICCTBUU C TPETHUMH JIUIIAMH JIOJDKHO BBITIOJIHATH CICIYIOIINE MEPOIIPHUATHUS T10:

® 3aKJIIOYCHHIO COTJIANICHHS O HEepasrIallieHuU MHPOPMAIUN OIPAaHUYCHHOTO JOCTYIIA,
MOJIy4YEHHOM B X0J1€ UCTIOJHEHHSI IOTOBOPHBIX 0053aTEIIbCTB,;

® OCYUIECTBJICHHUIO KOHTPOJIA 32 ICUCTBUSIMHU ITPEACTABUTENICH KOHTPAreHTOB B IIpeieiax
KOHTpoHpyeMoit 30061 OOpa3zoBaTenbHasi OpraHu3alus.

YnpasJ/ieHue ;KU3HEHHBIM IUKJIOM HH(POPMALMOHHBIX CHCTEM

Meponpusitusi B Ipoliecce KU3HEHHOTO 1MKJIa HHGOpMamoHHbIX cucTteM OOpa3oBaTenbHas
opraHu3aIys JOHKHBI OBITH HAMpaBJIEHbl Ha OOECIEYEeHHE 3alIuThl MH(QOpMAlUU MPU BBOJAE B
JIECTBUE, SKCILTyaTalluK, COMPOBOXKACHUHN U MOJIEPHU3ALINH, BEIBOIA U3 DKCILTyaTallUH.

OcHoBaHueM TpHU pa3paboTKe HUHPOPMAIMOHHBIX CHCTEM JOJKHBI SIBISTHCS pEIICHUS
NPUHITBIE HAa cTaauud (HOpMUpOBaHUS TpeOOBaHUI, coaep:kalue TpeOOBaHUS B TOM YHCIE IO
CUCTEMeE 3allUThl HUH()OPMALIUH.

JIro0oe rurannpyemMoe K BHEIPEHUIO U3MEHEHNE NH(POPMAITMOHHON CHCTEMBI TTPEABAPUTEIILHO
JOMKHO  OBITh ~ MPOAHAIM3MPOBAHO HA  COBMECTUMOCTh W OTCYTCTBHE  HapYIICHHI
paboToCrocCOOHOCTH CUCTEMHBIX KOMIIOHEHTOB B TOM YHCIIE CPEJICTB 3aIUThl MHPOPMAIIUH.

PaGotel mo MopaepHHM3anuu HHPOPMAIMOHHOM CHCTEMBbI, B TOM YHCIE IO YCTaHOBKE
MIPOrpaMMHOTO 0OecTieueHHsI 1 OOHOBIIEHUH, TOJKHBI TPOBOJIUTHCS B HEpabodee BpeMs WU BpeMs
HauMeHbIIel pabouel Harpy3Ku.

[Ipu BBIBOJE W3 OKCIUTyaTalud WHGOPMAIIMOHHBIX CHCTEM JOJHKHO 00eCreuynBaThCs
rapaHTUPOBAHHOE yJaleHHe 00padaThiBa€MO U XpaHUMOW B HUX HH(POPMAIINH C UCTIOIh30BaHHEM
CPE/ICTB TapaHTUPOBAHHOTO YHHYTOXEHUS WH(POPMAIUM WA MyTeM (PU3NYECKOTO YHUUTOKEHUS
HOCHUTEJIeH HHPOPMAITUH.

Bce mpornenypsr obGecriedeHus 3amuThl MHPOPMAIIUK, YCTaHOBJICHHBIE B OOpa3oBaTenbHas
OpTraHU3aIMs B OTHOIICHUH HH(POPMAIIMOHHBIX CUCTEM, JOKHBI BBHITIOTHATHCS M KOHTPOJIUPOBATHCS
OTBETCTBEHHBIMH JIUIIAMH 32 OPTaHU3AIMIO Pa0OT 110 3a1uTe HHHOPMAITHH.

KounTtpoas gocrtyna k uHGpopManuoHHbIM CHCTEMAM



Bce paGorHmkum  OOpa3oBaTenbHasi  OpraHu3anus, JONYyIIEHHbIE K  paboTe ¢
WH(OPMALIMOHHBIMU ~ CHCTEMaMH HECYT IEepPCOHAIbHYI0 OTBETCTBEHHOCTh 3a HAPYIICHUS
YCTaHOBJICHHOTO TIOps/IKa 00paboTKu HHPOPMAIIUH.

YpoBeHb MOJHOMOUMI TMONB30BaTENsl B WHPOpPMALMOHHOW cucteme OOpazoBaTenbHas
OpraHMu3aIys JT0JKEH ONPEAEAThCS B COOTBETCTBHH C €ro JOHKHOCTHBIMU 00S3aHHOCTSIMHU.

Joctyn monp3oBateneit kK uWHGOpManUOHHBIM cuctemMam OOpa3oBaTellbHAs OpraHU3aIUs
JIOJI’KEH KOHTPOJIUPOBATHCS aIMUHUCTPATOPOM MHPOPMAITMOHHON CHCTEMBI.

Ocy1iecTBiI€HNE PETYSIPHOTO KOHTPOJIS BHIOIHEHUS OPraHU3allMOHHO-PACTIOPIUTEIbHBIX
JIOKYMEHTOB, KacarolIuXcsl periaMeHTaluu gomnycka pabotuukoB OOpa3zoBaTelibHas OpraHu3anus K
UH(OPMAIMOHHBIM CHCTEMAaM.

Nnentuduxanus u ayreHTU(PUKALHAS

Joctyn mosnb3oBareneld K MHGOPMAIMOHHBIM CHCTEMaM JOJDKEH MPEIOCTABISATHCS TOJBKO
MoCJie YCIEIIHOTO 3aBepIICHHS UICHTHU(PUKAIUY, AyTeHTU(PUKALIUH.

[TomryueHue monb30BaTEIeM UMEHHM B HH(POPMAIMOHHON CHCTEME M Mapojisi, KOTOPHIS
o0ecreunBaroT AOCTYI K HH()OPMALIMOHHON CUCTEME, TOJIKHO OCYIIECTBIISATHCS MO MPEACTABICHUIO
PYKOBOJUTENS CTPYKTYPHOTO MOJIPa3/IeICHUSI.

YupasieHue 10CTynom

B Oo0pazoBatenbHas OpraHuzanus JOJDKHO OCYIIECTBIISTHCS YIPaBIEHHE JOCTYIIOM K
MH(OPMALIMOHHON CHCTEME IMOCPEIACTBOM pean3alliid HEOOXOIUMBIX METOJOB, THUIIOB M IPaBUII
pasrpaHWueHHsl  JIOCTyNa IMOJIb30BaTensM  HH(popMarmuonHoi cucteMbl  OOpazoBaTenbHas
opranmuzainus. B Tom uucne obOecriedeH 3alllUIICHHBIN YAaNeHHBIA JAOCTYN CyOBEKTOB AOCTYIa K
00BEeKTaM JAOCTYIA Yepe3 BHEIIHUE HH()POPMAITMOHHO-TEIEKOMMYHHKAIIMOHHBIE CETH.

Be3onacHocTh npu padore ¢ HOCUTEIsIMU HHPOPMAITHT

PaGotnuku OOpa3zoBaTenbHass OpraHW3alvs JIOJDKHBI HMCIOJIB30BaTh TOJBKO YUTEHHBIE
ChEMHbIE MAalTMHHBIE HOCUTENN UH(POPMAIIMH /17151 BHITOTHEHUS CBOMX JOKHOCTHBIX 00S3aHHOCTEH.
Hcnons30BaHre CheMHBIX MAITMHHBIX HOcUTeNNel nHpopmamnuu B OOpa3oBarenbHasi OpraHu3alivs B
MHBIX LIEJISX CTPOTO 3aMPeieHO.

CheMHBbIC MalIMHABIC HOCUTEH WH()OPMAIIUU JOKHBI XPAaHUTCS B ONEYATHIBAEMBIX IIKadax,
B MIOMEIIEHUSAX B KOTOPBIX MPeAyCMOTpeHa 00paboTka nH(OpMAaLIUK OTPaHUYEHHOTO TOCTYTIA.

B ciydae kpaxxu WM MOTEpU CHEMHOT'O MAIIMHHOTO HOCUTENS WHPOPMAIIUH, & TAKKE WHBIX
UHIIUCHTOB, KOTOpPbIE MOTYT NPHUBECTH K HAPYIICHHIO CBOMCTB HH(pOpPMAIMM OTPAaHHMUYEHHOTO
JOCTYTIA, JTOJHKHBI IPOBOJIUTHCS MEPOIIPHUATHS 110 PACCIICIOBAHUIO TAKUX HHITUICHTOB.

[Tpu BBIBOAE M3 DKCIUTyaTalldd ChEMHOTO MAIIMHHOTO HOCUTENsI MH(OpMAINH, BCe JaHHBIE,
XpaHSIIUEeCs Ha HeM, JOJDKHBI OBITH yJAJCHBI ONpPEICICHHOW KOMHCCHEW W3 Yhcia pabOTHHKOB,
CPEICTBOM FapaHTUPOBAHHOTO YHUUTOXKEHHS HHPOPMAITHIH.

®dakT yHUYTOKECHHS] WHGDOpPMAMM HA CHEMHOM MAIIMHHOM HOCHUTENEe WH(OpMAIUN
dukcupyercs B akTe 00 YHUYTO)KEHHMM HHPOPMAIMH CO CHEMHOTO MAIIMHHOTO HOCHTENs
uH(pOpMaLUH.

Perucrpanust coObITHI

B OOpa3oBarenbHasi opraHM3anys JOJDKHA OCYHIECTBISTBCS PETUCTPAllUN  COOBITHI
0e301acHOCTH
Ha BCEX KOMIOHEHTaX HH(popMmanmuoHHBIX cucteM OOpa3oBaTellbHAs OpraHU3alvs, B KOTOPBIX
oOpabateiBaeTcs 3ammuiiaemMast “HGopmarms.

AHTHBHPYCHAs 3a1IUTA

B memsx oOHapykeHHss W YCTpaHEHHS BPEIOHOCHBIX mporpamMm B OOpa3zoBaTenbHas
OpTaHM3AIHs JIOJDKHBI HCITOJIB30BAThCS CPEJICTBA aHTHBUPYCHOM 3aIUTH HH(DOPMAIIHH.

OO0s3aTeNbHOMY KOHTPOJNIO CPEACTBOM AHTHUBUPYCHOM 3aIlUThl HH(POpPMAIMH JOJDKHA
nojauexarp Jrobas uHpopManus (TEKCTOBble (Qailbl 00bIX (QopMmaToB, (ailbl JTaHHBIX,
ucrnonHsieMbie (aiinpl), Tomydaemas U TepefaBaemasl IO JIOKAJIbHON BBIYMCIUTENHLHON CeTH
B TOM YHCIIE W CETAM OOIIEro IMOJb30BaHUSA, a Takke WHGOpMANHWs, XpaHWMas Ha ChEMHBIX
MAaIIMHHBIX HOCUTENSX HH(DOpMAIIHH.



[Ipu ycTaHOBKE MPOTPaMMHOT0 OOECTIEYSHUS MJIM €T0 OOHOBJICHHUS Ha CEBEPHOE 000PYA0BaHUE
JOJDKHA aBTOMATUYECKH BBIMOJHATHCS TPEABAPUTEIbHAS IPOBEPKA JAaHHOTO MPOTPaMMHOTO
o0ecreyeHns Ha OTCYTCTBHE BPEIOHOCHOI'O IIPOTPAMMHOI0 00ECTIEUEHHUS.

OO6HoBienue 0a3 CUrHATYp Ui CPEACTBa AHTHBHPYCHOW 3alIMTHl WH(OPMAIMU JIOJHKHBI
OOHOBJIATBCSI €KETHEBHO.

[Tonb30BaTenu 0e3 paB aJMUHMCTpaTOpa UH(POPMALIMOHHOMN CUCTEMBI
OOpaszoBarenbHas OpraHM3alus HE JODKHbI HMMETh BO3MOYKHOCTh IIOJYyYEHMs JIOCTyNa K
KOH(HUTypanuyu aHTUBUPYCHOT'O CPEACTBA 3AIIUTHI WIIH €r0 OTKIIOUCHHS.

KoHTpOoJIb 3211 IIIEHHOCTH NePCOHAILHBIX JAHHBIX

B nemsx uckiaro4eHHs SKCIUTyaTallMd YsI3BUMOCTEH IMPOrpaMMHOIO OOECIEUEHUS JIOJIKHBI
OPOBOIUTCS pabOThl 1O BBIABICHUIO, aHAIM3y YSI3BUMOCTEH MH(OPMAIMIOHHONW CHCTEMBI
Y OIIEPaTUBHOE YCTPAaHEHNE BHOBb BBISIBJICHHBIX YSI3BUMOCTEN. B TOM uncne opranuzanys KOHTpOJIs
YCTAHOBKHM OOHOBJIEHUS IPOTPaMMHOI0 00€CIIeYeHHs BKIIIOYAsl CPEACTB 3aLUThl HH()OpMaIUH.

Hcnonb3oBaHue NporpaMMHOro odecrevyeHus

BeiOop mporpammHoro ooOecrneueHusi A IMPOU3BOACTBEHHbIX HYXJ OOpa3zoBarenbHas
OpraHM3alus J0JDKEH NMPOU3BOAUTHCS B IMPUOPUTETE K OTEUECTBEHHOMY, BHECEHHOTO B ENMHBIM
peecTp pOCCUHCKUX MPOTrpaMM Ui 3JIEKTPOHHBIX BHIYUCIMTENbHBIX MAIIMH U 0a3 1aHHbIX. B ciyyae
OTCYTCTBHUS aHasora B ENMHOM peecTpe pOCCUNCKUX TPOrpaMM JIJIsl 3J1EKTPOHHBIX BHIYMCIUTEIbHBIX
MalluH
1 0a3 JaHHBIX JIOMTYCKAETCs NCIIOIB30BATh MPOTPAMMHOT0 00ecrieueHrue UMITOPTHOTO TIPOU3BO/ICTBA.

HUcnoab3oBanue cpecTB KPUNTOrpahpuueckou 3amuThl HHGOpMATUHT

Obecneuenue 3amMThl HHGOPMAIIMHA OTPAHUYEHHOTO JIOCTYIA OT PACKPBITHS, MOIUPUKAIIH
U HaBs3bIBaHUA (BBOJA JIOKHOM MH(poOpManuu) npu ee mepenade (IMOArOTOBKE K Iepenaye)
[0 KaHajaM CBS3M, HMEIOLIUM BBIXOJ| 3a IMpezesibl KOHTPOJHUPYEMOM 30HBI 0OOecreunBaeTcs
IPUMEHEHHUEM CPEACTB KPUITOrpaduyecKoi 3anuThl HHPOPMALIUY.

[Tpuobperenue cpenctB Kpunrorpaduyeckord 3ammutel uHpopmammu OOpa3zoBaTerabHAS
OpraHu3alysl OCYILECTBIIAETCS HAa OCHOBAaHMM JOTOBOPOB M KOHTPAKTOB C JIMIIAMU HMMEIOLIMMU
nevcreytomyto JnuieHsuto OCb Poccun Ha ocymiecTBieHHE ACSATENBHOCTH IO pa3padoOTKe,
POU3BOJICTBY, pacIpoCTpaHEHHIO 1 poBaIbHbBIX (xpunTorpaguuecKux) CpPEICTB,
UH(POPMAIIMOHHBIX CUCTEM
U TEJICKOMMYHHMKALIMOHHBIX CHCTEM, 3allMIICHHBIX C MHCIOJb30BaHUEM IH(POBATBbHBIX
(xpuntorpau4ecKnx) CpeCTB, BHIIOJHEHUIO pabOT, OKa3aHUIO YCIYyr B 00JacTH IIHU(pPOBaHUS
UHPOPMALIUK, TEXHHYECKOMY OOCIYXHBaHWIO MH(POBaIbHBIX (KpUOTOrpapuuecKux) CpeCTB,
MH(OPMALIMOHHBIX CHCTEM U TEJIEKOMMYHHUKALMOHHBIX CHUCTEM, 3aIUIICHHBIX C MCIIOJIb30BAaHUEM
mudpoBanIbHBIX (KpUNTOrpagUUecKnx) CpeAcTB (32 MCKIIOYEHHEM Cilydasi, €ClIM TEXHUYECKOe
oOciyxuBaHue MUGPOBAIBHBIX (KpUOTOrpadUUYecKux) CpeaCTB, HHMOPMAIMOHHBIX CHCTEM
U TEJCKOMMYHHUKALIMOHHBIX CHCTEM, 3alllMIIEHHBIX C HWCIHOJb30BaHUEM IIH(POBATBHBIX
(kpuntorpadM4ecKnX) CpEACTB, OCYIIECTBISETCS s OOecneueHuss COOCTBEHHBIX HYX]
IOPUJINYECKOTO JIUIA WX UHANBUAYAILHOTO MPEIPUHIMATEIS).

B umensx opranumszauuu u oOecnedyeHHMH Iepenayd HMHQPOpMalUu MO KaHajaM CBSI3U
C HCIOJb30BaHUEM CPEJICTB KpUNTOrpaduueckoil 3ammrbl HHGOpMAMU, a TaKKe BBITOJHEHUS
nutieH3noHHbIX TpeboBanuit ®Ch Poccun B OGpazoBaTenbHasi opraHu3aiusl T0JDKEH OBITh CO3/1aH
OpraH Kpunrorpadu4yeckoi 3amThl.

[Topranbuble pemenus OOpa3zoBaTenbHas OpraHU3aIMs C BO3MOXHOCTBIO JOCTyNa C ceTeil
OO0IIero IMOoJIb30BaHMs JIOJKHBI B MPHOPUTETE pa3pabaThIBaThCS C OpraHU3allMel 3allUIeHHOTO
KaHaya ocpeacTBom mporokona TLS ¢ momnepxkoit anmropurmos 'OCT 34.10.

Hcnosb3oBanue 3JIeKTPOHHOM MOYThI

ONeKTpOHHas MoYTa JOJDKHA HCHOJb30BaThcsi B OOpas3oBarenbHas OpraHu3alus C LEIbI0
OpraHu3aliii OOMEHa »JJIEKTPOHHBIMU COOOLICHUAMU MEXIy paOOTHUKaMU U CyOBbeKTaMu
MH(}OPMaLlMOHHON O€30M1aCHOCTH.

ITpu ncrosb30BaHUM AIEKTPOHHON IIOYTHI 3aNPEIIAETCs:

e oOMeH wuH(popMamMend Ui CIYy)KEOHOrO TIIOJIb30BaHMs, a Takxke HHpopmanuei
OTPaHUYEHHOTO0 JIOCTYIIA;



® [IPEJOCTaBJIICHUE JOCTYIA K 3JICKTPOHHOH IMOYTE C HMCIOJIb30BAaHHEM JAaHHBIX CBOCH
YUYETHOH 3alMCU TPETHUM JIMLIAM;

e [yOJMKalus CBOETO CIY)KEOHOrO ajpeca 3JIEKTPOHHOW IOYTHl B AJIEKTPOHHBIX
KaTaJlorax, Ha IMOMCKOBBIX MAlllMHAX M JPYrux pecypcax cetd MHTepHeT B einsix, He
CBSI3aHHBIX C UCIIOJIHEHHEM CBOUX JIOJDKHOCTHBIX O0sI3aHHOCTEH;

® [IOJNKMCKAa IO 3JEKTPOHHOH IMOYTE Ha pa3iMyHble PEKIAMHBIC MaTEpHUaibl, JUCTHI
pacChUIKH, DSJIEKTPOHHbIE JKypHaJbl M T.A., HE CBS3aHHbIE C BBIIOJIHEHUEM
M0JIb30BaTEJIEM JODKHOCTHBIX 00S3aHHOCTEH;

® OTKpHITHE (3aITyCK Ha BBHITIOJHEHKE) (DAIIOB, MOyUYECHHBIX MO AJIEKTPOHHOH MMOYTE WU
u3 pecypcoB cetu MHTepHer, Ge3 npenBapUTeNbHON HNPOBEPKM MX AHTUBUPYCHBIM
IIPOrPaMMHBIM 00€CIIEYEHUEM.

Pabora B ceTsix 0011€ro noJL30BaHus

OO6pa3zoBarenbHas OpraHu3alys OCTaBJsIeT 32 COO0H MpaBo OJOKUPOBATH MM OTPAHUYMBATH
JIOCTYI paOOTHHUKAM K CETSIM CBSI3U OOILEro M0JIb30BaHUs, B TOM uuciie ceth HTepHeT, conepkaHue
KOTOPBIX HE HMMEET OTHOIICHHUS K HCIOJHEHHIO JOJDKHOCTHBIX OOS3aHHOCTEH, a Takke K
MHPOPMALIMOHHBIM ~ pecypcaM, COJEp)KaHHEe U HalpaBJIEHHOCTh  KOTOPBIX  3alpelleHbl
3aKkoHoAarenbcTBOoM Poccniickoit denepanumn.

Wudpopmanus o  mocem@aemblx — pabotHukamu — OOpaszoBaTenbHas  OpraHu3alus
WH(POPMALIMOHHBIX  PECYpPCOB  TPOTOKOIUPYETCS UIsl  TMOCICAYIOIIEro aHalmm3a U, MpH
HEOO0XO/IMMOCTH, MOXXET OBbITh IpEJCTaBlIeHa PYKOBOJUTENSAM CTPYKTYPHBIX HOJpa3/esIeHu, a
Takxke pykoBoautento OOpa3oBarenbHas OpraHu3aiist JUIst KOHTPOJIS.

[Tpu ucnonb3oBanum cety MHTEpHET 3anperieHo:

® UCHOJb30BaTh MpenocTaBiieHHbIH OOpa3zoBareibHas OpraHu3alus JOCTYH B CeTh
WHTEepHET B INYHBIX IEIIAX;

® UCIOJB30BAaTh HECAHKIIMOHMPOBAHHBIC IPOTPaMMHBIE W MPOTPaAMMHO-aIapaTHBIE
CpeZCTBa, MO3BOJIAIONIUE [TOJYYUTh HECAHKIIMOHUPOBAHHBIN JOCTYN K ceTd MHTepHeT;

e [yOJMKOBaTh, 3arpykaTb W  pPacOpoCTpaHATb  MaTepuajbl,  CoJeprKaliue
HelocToBepHYI0 wmHpopMmario o OOpa3oBarenpHash OpraHu3amms, a TaKKe
danscudunmponarts cBoii [P-aapec.

Pe3epBHOE KONMUpPOBaHHE H BOCCTAHOBJIEHHE TAHHBIX

OcymiecTBiIeHNE Pe3epBHOI0 KOMPOBAHUS JOIDKHO OCYILIECTBIIATHCS JUISL:

e uHpopmanuu, obpabaTeiBaeMoil Ha (paiiJIoBOM cepBepe M cepBepe MPHIOKEHHH,
UH(POPMALIMOHHOM CUCTEMBI,

e pabouyux MecT aAMUHUCTPATOPOB MHPOPMALIMOHHON CUCTEMBI.

YacTtora W peXUM pPE3epPBHOTO KOMUPOBAHHS YCTAHABIMBAIOTCS TAaKHUM OOpa3oM, YTOOBI
o0ecrneynTh MUHUMAJIbHYIO TIOTEPIO JAHHBIX M ONIepaTUBHOE BOCCTaHOBIICHUE.

Hactpoiika pe3epBHOT0 KOIMPOBAHUS M BOCCTAHOBJIEHUS PECYPCOB HHPOPMAIIMOHHBIX CUCTEM
OOpaszoBarenbHass ~ OpraHM3alys  JOJDKHBI ~ IPOBOJUTH  YIOJHOMOYEHHbIE  PaOOTHUKHU
OO6pa3oBarenbHasi OpraHu3alusl.

PezepBHOE  KONMpOBaHHWE JODKHO  OCYILECTBIATHCS B aBTOMATHYECKOM  PEXHMeE
C TPHMEHEHHEM OTEYECTBEHHOTO CIICIHAIN3UPOBAHHOTO CPEICTBA PE3EPBHOTO KOMUPOBAHHUS
C JIEHCTBYIOUIMM CepTU(UKATOM COOTBETCTBUS MO TpeOOBaHUSAM O€30MacCHOCTH HH(pOpMaIUU
OCTOK Poccnn.

6 OCHOBHBIE TPEBOBAHMS K IPONECCAM YIIPABJIEHHA
NH®OPMAIIMOHHOU BE3OITACHOCTbBIO

MonuTOpUHT HHPOPMALMOHHOM 0€30I1ACHOCTH

Ha mocTosiHHON OCHOBE OJIKEH MPOBOJIUTHCS KOMILJIEKCHBIM aHaN3 (QYHKIMOHUPOBAHUS
uHPOpPMALIMOHHON cucteMbl OOpa3zoBaTenbHass OpPraHM3alUs M BO3HUKAIOMIMX  COOBITHH
nH(pOPMallMOHHON 06€30M1aCHOCTH.



[Iporiecc MOHHWTOpPWHTA CHUCTEMBI obOecrieueHHus WH()OPMAIMOHHOW O€30MacHOCTH JIOJKEH
BKIIIOYATh B C€0SI KOHTPOIIb OPTaHU3AIMOHHBIX U TEXHHUYECKUX MEp MO0 3alUTe HHPOPMAITIH, aHAIIN3
napaMeTpoB KOH(UTYpaIIUU U HACTPOUKU CPEJICTB 3alIUTHl HHPOPMAIUH.

IIpn npoBeneHUN KOHTPOJIBHBIX MEPOIPHUATHN, CBA3aHHBIX C OLEHKOW pealM3aluyd Mep IO
3amuTe MHGopManuu B OOpa3oBarenbHas OpraHU3als, YIIOJIHOMOYEHHBIE PAOOTHUKU JTOJIKHBI
MPUACPKUBATHCS CIIECTYIOIIUX TPUHIIUIIOB:

e He HapymaTh GYHKIMOHUPOBaHUE NesTeabHOCcTH OOpa3oBaTenbHas OpraHu3anus;

® JICHCTBOBATH B COOTBETCTBUU c YTBEPKICHHBIMU OpraHHU3aIOHHO-
pacropsauTeNbHBIME  JOKyMeHTamMu (OOpa3oBarenbHas OpraHU3alus MO 3alIuTe
uHpopmanuu;

® He CKpBIBaTh (PAKTHI BBISBICHHBIX COOBITHI HHPOPMALIMOHHOI 0€30MaCHOCTH;

e 0(hOpMIISATH OTYETHI, MOATBEP)KIAIOIIME BBIMOJIHEHHE MEPONPUITUN 10 3alluTe
uHpOpMaLINH.

Wudopmarius, mosydeHHas B X0/1€ IPOBEICHUSI KOHTPOIUPYIOIIUX MEPOIIPHUATHI 0 JEHCTBUSIX,
COOBITHSIX U TapaMeTpax, UMEIOMIMX OTHOIICHHE K peaM3allii Mep IO 3alluTe HH(OpMAIHH,
JIOJKHA ~ KOHCOJMAMPOBATbCA M XPaHUThCS B MECTaX, HCKIIOYAIOIUX  TOJMy4YeHHE
K HEell HECAaHKIITMOHUPOBAHHOI'O JOCTYIIA.

MOHUTOPUHT JaHHBIX O 3aPETUCTPUPOBAHHBIX COOBITHSAX HH(POPMAIMOHHONW 0€30MacHOCTH
JIOJDKEH MPOBOAMTHCS, TI0O BO3MOXXHOCTH, C UCIIOIB30BAHMEM CHCTEMbI MOHUTOPWUHIA WHIIUJCHTOB
UH(GOPMALIMOHHONH O€30MacHOCTH WJIM BCTPOCHHBIX MEXaHHU3MOB HACTPONKU M ayduTa COOBITUIN
B TIPOrpaMMHBIX M IPOTPAMMHO-ANIAPATHBIX CPEACTBAX, HCIOIB3YEeMBIX B HH(DOPMAIIMOHHON
uHppacTpykrype OOpa3oBaTenbHas OpraHu3alus.

YnpasJieHue puckaMu

Omnpenenenre BHYTPEHHUX TpeOOBaHHM MO 3amuTe MHPOPMAIMH, JOJDKHBI OCHOBBIBATHCS
Ha pe3yJibTaTax MPOBEJICHMS aHalM3a PUCKOB HAapYLIEHHS OCHOBHBIX CBOMCTB 0€30MacHOCTH [UIs
nH(pOopMalMOHHBIX pecypcoB OOpa3oBaTenbHas OpraHu3alus.

OCHOBOI1 OLIEHKH PUCKOB JOJDKHA OBITH OIIEHKA YCIOBUH U (PaKTOPOB, KOTOPBIE MOTYT CTAaTh
MPUYMHON HAPYIIEHUS IETOCTHOCTH, KOH(PHUISHIIUAIBHOCTH U JJOCTYITHOCTH ISl HH(OPMAaLIMOHHBIX
pecypcoB OOpazoBarenbHasi OpraHu3alus.

Pesynbprarom mpoBeqeHUs aHANM3a PUCKOB JOJDKEH OBITh pa3pabOTaHHBIM KOMIUIEKC Mep,
HaIpaBJIECHHBIX HAa CHIDKEHHWE BO3MOXKHOTO HETATMBHOT'O BJIMSHHUS HAa OCHOBHYIO JICSITEIIBHOCTH
OO6pa3oBarenbHast OpraHu3allys MPH peau3alyy TON Ui UHOU YIpo3bl 6€30MacHOCTH HH(OpMaLIUN
1 00€ecreunBarOINX B JaTbHEUIIIEM JOCTATOYHBIM YPOBEHBb 3alIUIEHHOCTH HH(GOPMAIIMOHHBIX
cuctem OOpa3oBarenbHasi OpraHU3aIHs.

Ynpasienue HHUMIeHTaMH MHGOPMALMOHHOI 0€30MacCHOCTH

s obecriedennst 3hPeKTUBHOTO pa3pelieHrs HHIIUACHTOB HHPOPMAIIMOHHOM 0€30MacHOCTH
B OOpazoBarenbHas OpraHM3allvs, MUHUMHU3AlUA TOTEPh U YMEHBIICHHUS PUCKAa BO3ZHHUKHOBEHUS
MOBTOPHBIX WMHIIUACHTOB JIOJDKHO OCYIIECTBISTHCS YIpPaBlIEHWE MHIMJIECHTaAMH WH(GOPMAIMOHHON
0€30MacHOCTH.

Jns ynpaBiieHuss WHUOMACHTaMH HH()OPMAIMOHHOW Oe30MacHOCTH JOMKHAa OBITh CO3/1aHa
ci1y>k0a MOHMTOPHMHIa M pearupoBaHUs Ha MHUUACHTHI MH(POPMAIIMOHHON 0€30IacHOCTH, KOTOpast
MOCPEACTBOM KOMIIJIEKCA CPEICTB M MEpPONpUATUN sl cOopa M KOHCONMHMAAIMU WHGOpMAaLUU
00 MHLMJEHTaX pelIaeT JaHHYI0 3ajady. B OTHOIIEHHMH KaXAO0ro MpPOU3OMIEAIIEr0 WHIUICHTA
paboTHUKAaMU U3 CIYXKObI MOHHTOPHHTAa W pPEarupoBaHUS Ha HMHIMJIECHTH HHYOPMAIIMOHHON
0€30MacHOCTH JTOJIKEH BBINIOJHATHCS €r0 aHaiu3, U pazpaboTka 3QPEeKTUBHBIX MEp pearupoBaHUs
Ha JIaHHBIA UHITUICHT.

AyauT cucreMbl o0ecniedeHnsi MHPOPMAITMOHHOM 0e30IaCHOCTH

B mensx omeHku Tekymiero ypoBHs uH(opmamnmoHHOW Oe3zomacHocTH OOpa3zoBaTenbHas
OpraHu3aIys Ha PEryJIsIpHON OCHOBE JOKEH MPOBOIUTHCS ayAUT HH(GOPMAIIMOHHON O€301TaCHOCTH.

BryTpeHHue ayTuThl JOKHBI BBITOIHATHCS paboTHukamu OOpa3oBarenpHas opranusanus. B
YHCIIO 33]1a4, peIIaeMbIX MPU MMPOBEICHUU BHYTPEHHUX ayJUTOB MH(POPMAIIMOHHON O€30MacHOCTH,
BXOJIAIT:



e cOOp M aHAIM3 HCXOAHBIX MJAHHBIX OO0 OPraHU3alMOHHOW M (YHKIMOHAIBHOM
CTPYKTYp€ HH()OPMAITMOHHBIX CUCTEM, HEOOXOAUMBIX ISl OLEHKH COCTOSIHUS CUCTEMBbI
3alIMThl HHPOPMAIINH,

®  aHAIIU3 YTBEPXKICHHBIX OpPraHU3aIMOHHO-PACTIOPSIUTEILHBIX JJOKYMEHTOB I10 3aIIUTE
UHPOpPMALIUK Ha MpeIMeT MX MOJIHOTHl M 3PPEKTHUBHOCTH, a Takke (opMUpOBaHHE
PEKOMEH/IAlUH 110 MX J0pa0O0TKE WU pa3pabOTKH HOBBIX;

e oOocHoBaHue (prHAHCOBOU 3(PPEKTUBHOCTH BHOBBL MPUOOPETAEMBIX CPEJCTB 3aIIUTHI
uHpopManuy,

e [poBepKa NPAaBWIBHOCTH BBIOOpAa W HACTPOMKH CPEACTB 3alIUTHl WH(POpPMAINH,
dbopMHpoBaHUE TMPENIOKCHUNW TI0 HCIOJIB30BAHHIO WMEIOIIUXCS CPEICTB 3alllUThI
uHpOpMALMK A TOBBIIICHUS  YPOBHSA  HAAEKHOCTH M OE30MAaCHOCTH
UHPOpPMaMOHHBIX cucTeM OOpazoBaTebHasi OpraHU3alus,

® aHAJIU3 OTYETOB IO MPOHM3OLICANIMM WHIMICHTAM WH(POPMAIMOHHON 0e301macHOCTH
U TIPUHSATHIM MEPaM 10 UX Pa3pelIeHuIo.

IHoBbImeHne 0CBEIOMJIEHHOCTH PA0OTHUKOB

B pamkax opraHumzanui KOMIUIEKCHOTO TPOTHBOACUCTBHS  Yrpo3aM  0€30MacHOCTH
uH(pOpMallUK, UCXOIALUMM OT paboTHHUKOB OOpazoBaTenbHas OpraHU3alusl JOKHA MOCTOSHHO
MOBBIIIATHCS KX OCBEIOMIICHHOCTH B 00J1aCTH 3aIIMTHI HHPOPMALIUH.

[ToBbieHue OCBEJIOMJICHHOCTH paboOTHHUKOB OO6pazoBatenbHas OpraHu3aIus
OCYILIECTBIISICTCS:

e 10 cymectByomuM B OOpazoBaTenbHasi ~ OpraHM3alyds  OpPraHU3AIlMOHHO-
pacropsAUTEIbHBIM JOKYMCHTAM,;

e 10 npumMeHseMbiM B OOpa3oBaTenbHasi OpraHu3allys Mepam 3alIuThl HHPOpMAIIIH;

® 10 IPABUILHOMY UCIIOJIB30BaHUIO CPEACTB 3alIUTHI HH(POPMAIIHH.

7  3AK/IIOYEHHUE

[Ipu u3meHeHuu nAeMcTBYIOLIEro 3akoHojaTenbcTBa Poccuiickoit ®denepanuu B oOsactu
3amThl  WHGOpMAalNMK, A  TaKkkKe  OpPraHU3alMOHHO-PACTIOPSAUTENbHBIX  JIOKYMEHTOB
OO6pa3oBarenbHast opranu3anus Hacrosmas [lonuTuka 1 U3MEeHEeHus K Hell IPUMEHSIOTCS B YacTH,
HE IIPOTUBOpEYAIlle BHOBb IIPUHATHIM 3aKOHOAATEIBHBIM U UHBIM HOPMAaTUBHBIM aKTaM, a TAKKe
BHYTpEHHUM JlokyMeHTaM OOpa3oBarenabHasi OpraHu3aius.

Bce TpeboBaHus, yCTaHOBJIEHHBIE JEMCTBYIOIIMM 3aKOHOJATEIbCTBOM  Poccuiickoii
®denepanyy, IOA3AKOHHBIMUA aKTaMM UM JIOTOBOPHBIMM OTHOLICHMSMHM, a TaKXkKe IOAXO0J]
OO0pa3zoBarenbHas OpraHu3anus K 00eCreUeHUI0O COOTBETCTBHS 3TUM TPeOOBaHMUSAM JOJKHBI OBITh
SBHBIM 00Pa30M ONPE/ENIEHbI, JOKYMEHTUPOBAHBI U MOJIEPKUBATHCS B aKTyaJIbHOM COCTOSIHUU.

B OOpasoBarenbHas opraHu3anys B IPHOPUTETHOM HANPABICHUU JIOJKEH paccMaTpUBaThCs
Nepexo/l Ha MporpaMMHoOe 00ecriedeHre OTeYECTBEHHOTO TPOU3BOIUTENS, BKIIOYEHHOIO B €IUHBIN
peecTp POCCUMCKUX MPOrpamm Ui 3JEKTPOHHBIX BBIYMCIUTEIbHBIX MAIIUH U 0a3 JaHHBIX. B Tom
YyHClie MO0 YacTH CEepBEPHOro, KOMMYTAIIMOHHOTO OOOpYHOBaHUS M HPOrpaMMHO-alapaTHbBIX
CPEICTB, BKIIOUYEHHBIX B EIMHBIN peecTp pOCCUICKON paIuO3IEKTPOHHON IIPOLYKIUU.

IlepecmMoTp W BHECEHHME U3MEHEHHM B HacTosyr [loluTuKy oOCymecTBistoTCs Ha
MEPUOJINYECKON U BHEINIAHOBOM OCHOBE.



8 CIIMCOK UCIIOJIb30BAHHbBIX HCTOYHHUKOB

1 ®enepanbueblii 3akon ot 27.07.2006 Ne 149-03 «O6 unHbpopmanuu, WHPOPMAIMOHHBIX
TEXHOJIOTHSX U O 3aluTe UHPOPMAIIHI.

2  Oepepanbhblit 3ak0H 0T 06.04.2011 Ne 63-D3 «O06 37eKTPOHHOM MOATHUCH.

3 TIlocranosnenune IIpaBurensctBa Poccuiickoit ®enepanum ot 16.04.2012 Ne 313
«O06 ytBepxaenun [lonoxeHus: 0 TUICH3UPOBAHUU JICATEIHOCTU IO pa3paboTKe, IPOU3BOJICTBY,
pacnpocTpaHeHHIO MU(POBATBHBIX (KPUIITOTpapUUECKUX) CPeICTB, HHPOPMAIIMOHHBIX CHCTEM
U TEICKOMMYHHMKALIMOHHBIX CHCTEM, 3allMIICHHBIX C HCIOJb30BaHUEM IIH(POBATBHBIX
(kpunTorpauueCKux) CPEACTB, BHIIOJHEHHIO padOT, OKAa3aHUIO YCIyr B oOmacth mudpoBaHUS
uHPOpPMALIUK, TEXHUYECKOMY OOCITYXMBaHHMIO MM(POBATIBHBIX (KpUNTOrpaUYeCcKUx) CpPEACTB,
MH(OPMALIMOHHBIX CHCTEM U TEJIEKOMMYHHKAIIMOHHBIX CHUCTEM, 3alIMIIEHHBIX C MCIOJIb30BaHUEM
mrpoBanIbHBIX (KpUNTOrpaguuecKnx) CpeACTB (32 HMCKIIOYCHHEM CiIydasi, €ClIi TEeXHHYECKOe
obcimy)kxuBaHue IHGPPOBAIBHBIX (KpUNTOrpadUUECKUX) CpenCcTB, HWH(POPMAIMOHHBIX CHCTEM
U TEJICKOMMYHHUKALIMOHHBIX CHCTEM, 3allUIIEHHBIX C HCIOJb30BAHUEM IHU(PPOBAIBHBIX
(kpunTorpadueCKnX) CpPEIACTB, OCYIIECTBISACTCS [UIi OOeCleueHUuss COOCTBEHHBIX HYX]I
IOPUINYECKOTO JIUIA WA MHANBUAYAILHOTO MPEIIPUHIMATEIIS)).

4  Tlocranonenue IlpaBurennctBa Poccuiickoii ®emeparmu ot 01.11.2012 Ne 1119
«O0 yTBepkAeHHMH TpeOOBaHMU K 3alIUTe NEPCOHANBHBIX MJAaHHBIX TpU HX 00paboTke
B MH(OPMAIIMOHHBIX CHCTEMaX MePCOHATBHBIX JAHHBIX).

5 [IIpukaz @OAIICU ot 13.06.2001 Ne 152 «O6 yrBepxkaenun HWHCTpyKInun
00 opranuzaiuu u ooecrneyeHrn 6e30MacHOCTH XPaHEeHUsI, 00pabOTKH U IIepeauH 10 KaHallaM CBS3U
C HCIIOJIb30BaHUEM CPEICTB KpPUITOrpauyeckoi 3amuThl WHGOpPMANKUKA C OrPaHUYCHHBIM
JOCTYTIOM, HE cofiepKalliell CBEACHH, COCTABISIONIUX FOCYIapCTBEHHYIO TaAHY».

6 IIpukaz @DCBb Poccum ot 09.02.2005 Ne 66 «O6 yrBepxknenun Ilonoxenus
0 pa3zpaboTke, MPOU3BOJICTBE, peaTH3aIUH U SKCIUTyaTalluy U(PPOBaIbHBIX (KPUIITOTpaduIecKux)
cpenct 3anutel nHPopMmaruu (I[Tomoxenne [TK3-2005)».

7 Ilpukaz ®CTIK Poccum ot 11.02.2013 Ne 17 «O0 yTBepxaeHUHN TPeOOBAaHMIA O 3aIUTEe
nH(pOpMAalIMK, HE COCTABIISIONICH TOCYIapCTBEHHYIO TalHy, COJAEp)KAIEHCS B TOCYIapCTBEHHBIX
MH(QOPMAIMOHHBIX CUCTEMAX.

8 IIpuxa3z ®CTOK Poccum ot 18.02.2013 Ne 21 «O0 yTBEp:KICHUN COCTaBa U COJCPKAHUS
OpraHU3aIMOHHBIX U TEXHUYIECKUX Mep IO 00ECTIEYeHNIO O€30MTaCHOCTH IMEPCOHATBHBIX JAHHBIX TIPU
ux 00paboTke B MHPOPMALIMOHHBIX CUCTEMAX MEPCOHABHBIX TaHHBIX).

9 IIpuxa3z ®Cb Poccun ot 10.07.2014 Ne 378 «O06 yrBepx)aennn CocraBa U COJEpKaHUS
OpraHU3aIMOHHBIX U TEXHUYECKUX Mep IO 00ECTIeYeHNI0 0€30aCHOCTH MEPCOHATBHBIX TaHHBIX MTPH
ux o0paboTke B MH(OPMAIIMOHHBIX CHCTEMaX MEePCOHAIBHBIX JaHHBIX C UCIOJIb30BAHUEM CPEJCTB
KpUnrorpaguueckor 3ammThl HWHOOPMAIMH, HEOOXOIWMBIX JUISl BBITIOJHEHHUS YCTAHOBIICHHBIX
[TpaButensctBOM Poccuiickoii ®enepanuu TpeOoBaHUIT K 3allUTe MEPCOHATBHBIX JJTaHHBIX
JUISL KQKAO0T0 U3 YPOBHEH 3alIUIIEHHOCTH.

10 TOCT P 51624-2000 «3ammra wHQOpPMAIUK. ABTOMAaTU3UPOBAHHBIE CHCTEMBI
B 3aIIUIIIEHHOM ucTioiHeHHH. OO01ue TpeOoBaHus.

11 TOCT P 51898-2002 «AcnekTsl 6e30macHOCTH. [IpaBuiia BKIFOYCHHS B CTAHIAPTHI.

12 TOCT P 50.1.056-2005 «Texnuueckass 3amurta HHGopMaruu. OCHOBHBIE TEPMHUHBI
U OTIPE/ICITICHUS.

13 TOCT P UCO/M3BK 27001-2006 «1upopmammionHas TexXHOJIOTUS. MeTObl U CpeAcTBa
6e3omacHocTH. CHCTEMBI MEHEPKMEHTa HH(POPMAIIMOHHON O6e30macHOCTH. TpeOoBaHM».

14 TOCT P 50922-2006 «3amuta nadopmannu. OCHOBHBIE TEPMUHBI U OIIPENICTICHUS.

15 TOCT P 51275-2006 «3amuta uHpopmanuu. OObekT HHPopMaTH3auu. PakTOpHI,
BO3/eHcTBYIONIME HAa HH(popMaruio. OOIIHe MOIOKEHUS.

16 TOCT P HNCO/MBK TO 13335-5-2006 «MHbopmManmoHHAs TEXHOJOTHA. MeTosl
U cpencTBa obecrieyeHus: 6e3onacHocTH. Yacte 5. PyKOBOJACTBO 10 MEHEKMEHTY 0€30IacHOCTH
CeTH.

17 TOCT P HCO/TO 13569-2007  «DduHaHCOBBIE  yCIyrH. PekoMeHmanuu



1o MHGOPMAIIMOHHON 0€30MTaCHOCTH.

18 T'OCT P UCO/MBK 27005-2010 «MudbopmarimorHass TEXHOIOTHA. MeTOIbl U CpecTBa
obecrnieueHus 6e30nacHOCTH. MeHeKMEHT prucka HH(POPMAIIMOHHONH O€30IacHOCTH.

19 T'OCT P UCO/MBK 27004-2021 «MudbopmarmorHas TEXHOJIOTHA. MeTOIbl U CpeCTBa
obecnieueHus 6e3omacHocTi. MeHePKMEHT HHPOPMAIIMOHHOM 6€30MmacHOCTH. MOHUTOPHUHT, OLIEHKA
3alUIIEHHOCTH, aHAIN3 U OLICHUBAHUE.

20 T'OCT P 51897-2021 «MenemxMmeHT pucka. TepMUHBI 1 OTIPEACTICHUS.

21 TOCT P 52069.0-2013 «3ammra wunpopmaruu. Cucrema crangaptoB. OCHOBHBIC
TIOJIOKEHUSD».

22 Konuenuus nH(OPMaMOHHON 0e301macHOCTH HCIIOJTHUTENIbHBIX OpraHoB
rocynapctBeHHo# Biactu Cankt-IlerepOypra ot 20.02.2023.
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